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This document is divided into the following sections:

Introduction - Internet Wi-Fi Hotspot Explained
Products - Information on each of our products.
Setup - What you need to set up an unit and a guide for the setup of each unit.

Once you have setup your unit, you will need to know how to use our Admin interface which is
covered in:

Status

Management

Advanced

Cloud Management gives you information about our GIS Cloud.

Extra Information is where we add some information we think you might want to know

Frequently Asked Questions

If you cannot find an answer in these sections, please contact us through our support page

https://guest-internet.com/guest_internet_hotspot_support.php
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Internet Wi-Fi Hotspot Explained

What is Internet Wi-Fi?
In order to explain Internet Wi-Fi, we first need to clarify What is Wi-Fi?

Wi-Fi stands for Wireless Fidelity and it is the technology used by laptops, tablets, mobile
phones and other devices to connect to the Internet without wires.

The Internet is delivered via a DSL or cable connection to a wireless router.

A wireless router is an electronic device that sends data from the Internet cable to a device
through radio signals instead of another cable.

So, an Internet Wi-Fi is a wireless connection for any device (computers, laptops, tablets,

smartphone, etc.).
Intern\e\t\ 6 I §
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DSL/Cable router with WiFi wireless
A password is required to connect

Most homes and offices have a wireless router that provides Internet. The wireless router has a
password (WEP or WPA key), therefore devices can only connect to the Internet when the
password is provided.

What is Wi-Fi Hotspot?
Essentially Wi-Fi Hotspot is similar to Internet Wi-Fi, it differs in a few aspects:

e The wireless router does not have a password, therefore anyone with a mobile
device/tablet/laptop can connect to the network;

e Due to the lack of password, it is typically installed in public locations;

e Access to the Internet is controlled by a Gateway so that only users who have been

given authorization can connect to the Internet.

‘ InterrEt\. - ] » -« . 1 95

DSL/ Cable router WiFi wireless access point
No password required

Hotspot gateway ensures only authorized
people have access to the Internet

The wired router gets Internet connection from the Internet Service Provider (ISP), the
Gateway is connected to the wired router in order to control who can connect and a wireless
access point is connect to the gateway so it can pass the Wi-Fi signal to devices.
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What does a Gateway do?

A Gateway is a device that provides authentication, authorization and accounting for a wired or
wireless network.

The Gateway has different types of access methods which are selected according to the
business' requirements in order to control who has access to the network:

o User agrees to the terms and conditions of use
e Business provides a code (paid or free) to the user
e Social media login (via Facebook)

e User provides personal information (e.g. name, phone number, email address...) in order
to connect to the Internet

It is possible to combine some of these options. For example: provide a free and slow Internet,
and then charge for a high speed Internet access.

The Gateway can control the download speed of each user. This is necessary so that the
bandwidth (the amount of data that can be carried from one point to another in a given time
period - usually a second) available from the DSL or cable provider can be shared equally
between all users.

The Gateway has many other features that help the business owner provide guests and visitors
with a good reliable Internet service, while ensuring that the business is not put at risk. A few
features are:

e Limit the number of data bytes that a user can download

e Charging a customer for Internet use via PayPal or Credit/Debit card

e Monitoring the use of the Hotspot with reports on connected users, usage and billing

e Generation of codes

e Setting the Hotspot to be available during certain hours

e Custom login page, the first thing the guest sees when trying to connect to the Internet

e The Gateway can send an email to the Hotspot manager with reports, notifications and
guest's information

e The Gateway can have a firewall that prevents any Hotspot users to connect to the
business' computers, to prevent hacking

e The Gateway can block users who are abusing the service and allow approved devices
to connect directly to the Internet

o The Gateway can have a printer connected that prints codes onto tickets

In addition to the features listed above, the Gateway can also have Cloud management.
Cloud management is a tool that permits one or many Gateways to be managed via Cloud
service. This is very useful for two types of applications:

e When a business chain has many locations that provide Internet Wi-Fi for guests,
then all Gateways installed on the premises of each location can be managed by one
member of staff at a central IT facility

e When a business uses an IT service provider to take caare of all IT issues
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What are the dangers of providing Internet access for guests?

Most retail business have a Point of Sale (PoS) on the premises and many business owners are
aware of the danger of hacking that can occour if the PoS is connected directly to the Internet
without protection of a firewall. However there are other risks of having the PoS hacked that the
business owner may not be aware of. One situation might occur when the business provides Wi-
Fi Internet Hotspot access for the customer.

By connecting a Wi-Fi wireless unit directly to the same network as the PoS, any user of the
public Wi-Fi is able to access the PoS. An exeperienced credit card thief can steal the credit card
information from the PoS in a few minutes, without the need to enter the premises.

Business owners should be aware that a Wi-Fi wireless unit should never be connected directly to
the PoS network. The credit card company rules (PCI DSS) requires that a public Wi-Fi
wireless unit is connected via one of the two methods:

1. The Wi-Fi wireless unit should be connected to a second independent Internet circuit

(DSL), or
2. The Wi-Fi wireless unit should anly be connected to the PoS network through a second
firewall

How to eliminate risks when installing a Wi-Fi Hotspot for guests?

By providing an open Wi-Fi wireless unit the retail business owner is also exposed to risks in
addition to those of having credit card information stolen from the PoS.

The public Wi-Fi may be used to share copyrighted material and when that happens the business
owner will receive a DMCA Notice from the ISP, advising that illegal file sharing must stop, or
else the Internet service will be disconnected. The retailer relies on the Internet service to process
credit cards, and so the disconnection of the Internet service will prevent the retailer processing
credit card payments.

The public Wi-Fi Internet service can be abused in other ways. Customers can occupy coffee
shop tables while using the free service without purchasing products, thereby reducing the
profitability of the business. Customers can also download very large files (e.g. videos) which will
result in other customers getting a very low Wi-Fi service, and creating a delay to process credit
cards, slowing the checkout process.

A Internet Hotspot Gateway will solve the business Wi-Fi problems. The Gateway has a firewall
(a network security system designed to prevent unauthorized access to or from a private network)
which prevent Wi-Fi users getting access to the PoS and other business computers.
The Gateway also has control mechanisms that prevent illegal file sharing, and also prevents any
customer using all the available Internet bandwidth capacity.
The Gateway can also limit the time that a customer can connect to the Internet, preventing a
coffee shop or restaurant being occupied by customers who are not purchasing products. The
Gateway can also provide a limited time code to each customer at the check out point.
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Why choose Guest Internet?

Guest Internet is market leading Internet Hotspot Gateway with content control.
Our low cost Internet Hotspot Gateway has no extra charges or monthly fees and provides the
following:

o Free lifetime support
e The ability to fully manage public Internet access:

o Different types of login (agree with disclaimer, email login, login with a code and login via
social media)

e Setting limits to all the users or to individual codes - time limit, speed limit and data limit
¢ Manage units remotely with a free Cloud service

o Display a custom login page with promotional content to customers

e Charge for access

e Collect data about customers for marketing

We Make Wi-Fi Hotspot Work Better
Add our Hotspot gateway to improve your Wi-Fi Hotspot:

. Plug & play installation with easy to use wizard
. Display a login page with your logo and adverts
. Require use of individual or group login codes

. Credit card & PayPal billing and reporting

o Built-in firewall

. lllegal downloads and web sites can be blocked

. Speed control shares bandwidth

o Access can be blocked outside of business hours
. No extra charges or monthly fees

We offer a very simple and low cost way to add important features for any Wi-Fi Hotspot.

We make a range of products: from a 25 users product for a bar or restaurant, up to a 2000+
users product suitable for a large resort.

Product features have been designed to protect your business from the consequences of data
theft, and to give your guests and visitors a great Internet service.

Our products make great financial sense: low cost products ensure that you get a fast return on
investment.
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Plug and play installation

Our products do not require a computer specialist to install them. With the easy to follow setup
wizard, any person who runs a business already has the skills required.

10,000 access codes

Up to 10,000 access codes can be generated at one time. As access codes expire then new
codes can be generated. Access codes have many features/limits such as duration, single/multi
user per code, and download/upload speeds.

Please enter the code
S8BYHI1BC

Credit card billing and reporting

Credit card billing can be configured for commercial Hotspots. A PayPal account is required and
the account information must be entered during the configuration process. All payments go
directly to your PayPal account.

lllegal downloads are blocked

Some guests and visitors have file sharing software installed in their computers. When the files
are copyrighted (music MP3’s or videos) the sharing of files is illegal. File sharing can be
identified by organizations like the RIAA who are then suing DSL customers. Our higher
performance products block file sharing to prevent the Hotspot operator being at risk of DSL
disconnection and lawsuits.
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Very easy to use

Connect the product to your router or cable modem then connect a computer to the product. Just
answer the questions that appear on the screen in the setup wizard:

Internet Hotspot Gateway

@ Guest Internet Solutions GIS-R2

Connected to the Internet YES

Setup Wizard ¥ Setup Wizard

Introduction
Test Internet access This WIZARD will only appear the first time this unitis booted. The WIZARD allows
Corfigure hotspot o to sn_et up thg login page d!splayed to your custumgrs. Plgase cumplete the

) ) information that is requested, if wou don't want to provide an item of information then
Login page branding leave the field blank.
Guest access control

Status After the setup process is completed your customers will see your custom login page

System infarmation each time they access the Internet.

Connected users

Usage reports The steps for the setup process are shown below:

Management

START Test Configure Login Guest SETUP
Manage codes SETUP —’ Internet —’ Hot Spot —’ Page —’ Access _’F|N|SH

Access Settings Branding Control

Hotspot awvailability
Change password
Reboot system [ continue to step 1 |

Advanced Settings ¥

watems Inc, 2011 . Trademarks, service marks and logos are property of their respective owners. ¢ policy Terms and conditions

The wizard checks your Internet connection then creates your custom login page and selects the
correct features for your business.

You now have a Wi-Fi Hotspot to provide Internet for your guests.

Login page: use for advertising

Twelve different login pages are already installed in all our products. In addition you can upload
your own background photo or design a login page with advertising using HTML. Promote
specials to increase sales, or provide a discount coupon to encourage return visits.
Read more about login pages

Speed control shares bandwidth

One of the problems with Wi-Fi Hotspots is that some guests abuse the service by downloading
very large files. This slows Internet access for all the other guests, and also for the business
computers if one DSL or cable connection is used for all services. Our speed control ensures that
each guest gets a fair share of the total bandwidth available and prevents anyone downloading a
large file from slowing the Internet service for other guests.
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Built-in Firewall

All our products have a firewall which prevents Wi-Fi Hotspot users accessing any computer that
is connected to the same DSL or cable. The firewall prevents a hacked getting access to a Point
of Sale (PoS) terminal to prevent the theft of credit card information. Our product firewall
technology complies with the credit card industry PCI DSS requirements to protect PoS and
computers that contain credit card information..

Web sites can be blocked

Our products have a feature called content filtering. This blocks access to adult and similar
websites, ensuring that web surfing is family friendly. In addition to serving as a parental control
content filtering prevents anyone viewing unpleasant website in public places. Content filtering
ensures that you will not get any complaints from guests who have been offended by the Wi-Fi
Hotspot service. In addition to website category blocking our products also have a domain/IP
white list and black list.
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Products

GIS Wireless Gateway Products

GIS-K1 GIS-K3 GIS-K5 GIS-K7

Core GIS Features . ) o o
Customer Data Collection . . . o
Facebook Login . o o .
PCI compliant Firewall o o o .
PayPal® & Credit Card Billing . . . .
Internet por ficha . o o o
FREE Cloud management o ) o o
Indoor installation o o

Outdoor installation . .
Antenna type omni-directional . . .
Antenna type directional o

Power over Ethernet (PoE) . . .
WAN Port 10/100 . . . o
LAN port(s) 10/100 4 1 1 0

Wireless (WiFI) technology 11n 11n 11n 11n
Wireless (WiFl) data speed  300Mb/s 300Mb/s 300Mb/s 300Mb/s
User limit** none none none none

Throughput (Mbps)*** 50 75 75 75

**There are no limits on the number of users but user capacity is dependent on type and quantity
of user traffic, backhaul bandwidth and gateway options.

***Throughput is dependent on network infrastructure, backhaul bandwidth and gateway options.
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GIS Wireless Hotspot Gateway Product Links

Product

Range

Photo

Datasheet

GIS-K1

Wireless

https://guest-
internet.com/GIS-
K1_product_page.php

GIS-K3

Wireless

@ st

https://guest-
internet.com/GIS-
K3_product_page.php

GIS-K5

Wireless

3 Guest Internet d k
\! E-. / \
3 - i
\ - e

https://guest-
internet.com/GIS-
K5_product_page.php

GIS-K7

Wireless

el 20 G |
ll ﬁ'—
t 3 i
t 3k

https://guest-
internet.com/GIS-
K7_product_page.php
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GIS Ethernet Gateway and PRO Gateway Products

Ethernet Gateways PRO Gateways

A A
f Y )

GIS-R2 GIS-R4 GIS-R6 GIS-R10 GIS-R20 GIS-R40

Core GIS Feature ) . o . o .
Customer Data Collection . o . o . o
Facebook Login . . . o . .
Advanced Firewall o . . . .
PayPal® & Credit Card Billing o o o . .
Internet por ficha . . .

FREE Cloud management o . . ) . .
Rack-mountable (1U) o . . .

32 bit 32bit 32bit 64 bit 64 bit 64 bit
Processor architecture
2-core 2-core 2-core 2-core 2-core 4-core

WAN Ports Gb Load balance/Failover 1 1 2 2 2 4
LAN Ports Gb 4 4 3 4 4 2
User limit** none none none  none none none
Throughput (Mbps)*** 100 150 200 400 600 800

** There are no limits on the number of users but user capacity is dependent on type and quantity
of user traffic, backhaul bandwidth and gateway options.

***Throughput is dependent on network infrastructure and gateway options.
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GIS Ethernet Hotspot Gateway Product Links

GuetntrnetSolutions

WI-FI HC

Product

Range

Photo

Datasheet

GIS-R2

Ethernet

https://guest-
internet.com/GIS-
R2_product_page.php

GIS-R4

Ethernet

https://guest-
internet.com/GIS-
R4 product_page.php

GIS-R6

Ethernet

https://guest-
internet.com/GIS-
R6_product_page.php

GIS High Performance Enterprise (PRO) Ethernet Hotspot Gateway Product Links

Product

Range

Photo

Datasheet

GIS-R10

Pro

https://guest-
internet.com/GIS-
R10_product_page.php

GIS-R20

Pro

https://guest-
internet.com/GIS-
R20_product_page.php

GIS-R40

Pro

- DHOODoo0 @

https://guest-
internet.com/GIS-
R40_product_page.php
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GIS Wireless Range

Core functionality:

Plug and Play Wizard
Custom Login Page
Authentication

Internet por Ficha
Disclaimer Editor

Access Code Generation
Content Filtering
Bandwidth Control

Basic Firewall

Usage and Billing Reports
Facebook™ Login

URL Filter

MAC Filter

Access Code API
Ethernet port(s) 10/100
Wireless access point, 11n 300Mb/s

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved
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GIS-K1 Wireless Hotspot Gateway

The GIS-K1 is a powerful long-range
wireless access point for indoor installations
and has a omni-directional antennas for 2x2
MIMO with 300Mb/s capacity.

The GIS-K1 Hotspot Gateway WAN Port
plugs into your ISP router and provides
controlled access to the Internet for an
unlimited number of guests.

The GIS-K1 can have additional wireless
access points and wired computers
connected to the four LAN ports.

The GIS-K1 Hotspot Gateway allows you to
safely and securely share your Internet
connection with your guests.

Features include displaying a custom login
page, capturing user data for marketing and
managing users with a range of powerful
tools. You can choose how you want to
provide Internet access.

Bandwidth controls to improve quality of
service (QoS) on the unit can be enabled to
limit user download and upload speed,
spreading the available bandwidth evenly
across users. You can also set time and
data limits per user from any device
connected to your network.

The GIS-K1 has the voucher design and
printing feature that is very popular with
customers in Latin America who install
Internet-por-ficha sites.

The GIS-K1 Hotspot Gateway is a simple
plug and play installation, requiring no
specialist technical knowledge.

@ Guest Internet Solutions
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The login page will allow your guests access to the Internet using one of the following methods:

e Open Access: no login page but firewall rules applied

e Agree to terms and conditions

e Login with a pre-generated login code

e Provide email address and other information

e Purchase access using a credit card

e 2-tier access: free slow speed + purchase high speed

e Facebook login

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved
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GIS-K3 Wireless Hotspot Gateway

The GIS-K3 is a powerful long-range
wireless access point for  outdoor
installations and has a directional antenna
for 2x2 MIMO with 300Mb/s capacity.

The GIS-K3 Hotspot Gateway WAN Port
plugs into your ISP router and provides
controlled access to the Internet for an
unlimited number of guests.

The GIS-K3 can have additional wireless
access points connected to the LAN port.

The GIS-K3 Hotspot Gateway allows you to
safely and securely share your Internet
connection with your guests.

Features include displaying a custom login
page, capturing user data for marketing and
managing users with a range of powerful
tools. You can choose how you want to
provide Internet access.

Bandwidth controls to improve quality of
service (QoS) on the unit can be enabled to
limit user download and upload speed,
spreading the available bandwidth evenly
across users. You can also set time and
data limits per user from any device
connected to your network.

The GIS-K3 has the voucher design and
printing feature that is very popular with
customers in Latin America who install
Internet-por-ficha sites.

The GIS-K3 Hotspot Gateway is a simple
plug and play installation, requiring no
specialist technical knowledge.

@ Guest Internet Solutions

WiFi Hotspot

0 Guest Internet

The login page will allow your guests access to the Internet using one of the following methods:

e Open Access: no login page but firewall rules applied

e Agree to terms and conditions

e Login with a pre-generated login code

e Provide email address and other information

e Purchase access using a credit card

e 2-tier access: free slow speed + purchase high speed

e Facebook login
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GIS-K5 Wireless Hotspot Gateway

The GIS-K5 is a powerful long-range
wireless access point for indoor installations
and has an omni-directional antenna for 2x2
MIMO with 300Mb/s capacity.

The GIS-K5 Hotspot Gateway WAN Port
plugs into your ISP router and provides
controlled access to the Internet for an
unlimited number of guests.

The GIS-K5 can have additional wireless
access points connected to the LAN port.

The GIS-K5 Hotspot Gateway allows you to
safely and securely share your Internet
connection with your guests.

Features include displaying a custom login
page, capturing user data for marketing and
managing users with a range of powerful
tools. You can choose how you want to
provide Internet access.

Bandwidth controls to improve quality of
service (QoS) on the unit can be enabled to
limit user download and upload speed,
spreading the available bandwidth evenly
across users. You can also set time and
data limits per user from any device
connected to your network.

The GIS-K5 has the voucher design and
printing feature that is very popular with
customers in Latin America who install
Internet-por-ficha sites.

The GIS-K5 Hotspot Gateway is a simple
plug and play installation, requiring no
specialist technical knowledge.

The login page will allow your guests access
to the Internet using one of the following
methods:

@ Guest Internet Solutions

e Open Access: no login page but firewall rules applied

e Agree to terms and conditions

e Login with a pre-generated login code

e Provide email address and other information

o Purchase access using a credit card

e 2-tier access: free slow speed + purchase high speed

e Facebook login
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GIS-K7 Wireless Hotspot Gateway

The GIS-K7 is a powerful long-range wireless
access point for outdoor installations and has an
omni-directional antenna for 2x2 MIMO with
300Mb/s capacity.

The GIS-K7 Hotspot Gateway WAN Port plugs
into your ISP router and provides controlled
access to the Internet for an unlimited number of
guests.

The GIS-K7 can have additional wireless access
points and wired computers connected to the four
LAN ports.

The GIS-K7 Hotspot Gateway allows you to safely
and securely share your Internet connection with
your guests.

Features include displaying a custom login page,
capturing user data for marketing and managing
users with a range of powerful tools. You can
choose how you want to provide Internet access.

Bandwidth controls to improve quality of service
(QoS) on the unit can be enabled to limit user
download and upload speed, spreading the
available bandwidth evenly across users. You can
also set time and data limits per user from any
device connected to your network.

The GIS-K7 has the voucher design and printing
feature that is very popular with customers in Latin
America who install Internet-por-ficha sites.

The GIS-K7 Hotspot Gateway is a simple plug and
play installation, requiring no specialist technical
knowledge.

The login page will allow your guests access to the
Internet using one of the following methods:

e Open Access: no login page but firewall
rules applied

e Agree to terms and conditions
e Login with a pre-generated login code

e Provide email address and other
information

e Purchase access using a credit card

e 2-tier access: free slow speed + purchase
high speed

e Facebook login

@ Guest Internet Solutions
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GIS Ethernet Range

Core functionality:

Plug and Play Wizard

Custom Login Page
Authentication

Internet por Ficha

Disclaimer Editor

Access Code Generation
Content Filtering

Bandwidth Control

Firewall

Usage and Billing Reports
PayPal® and Credit Card Billing (except GIS-R2)
Facebook™ Login

URL Filter

MAC Filter

Configuration Backup/Restore
Access Code API

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved
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GIS-R2 Ethernet Hotspot Gateway
The GIS-R2 is a high performance dual-processor gateway with a throughput of 100Mb/s

The GIS-R2 Hotspot Gateway plugs into your current router and provides controlled access to the
Internet for an unlimited number of guests.

The GIS-R2 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R2 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R2 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login
Providing email address and other information

Login with a pre-generated login code

Agree to terms and conditions ... or Open Access

Documentation
Datasheet
Quickstart
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GIS-R4 Hotspot Gateway
The GIS-R2 is a high performance dual-processor gateway with a throughput of 150Mb/s

The GIS-R4 Hotspot Gateway plugs into your current router and provides controlled access to the
Internet for up an unlimited number of guests.

The GIS-R4 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R4 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R4 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login
Providing email address and other information

Login with a pre-generated login code

Automatic billing for Internet access

Agree to terms and conditions

or Open Access
Documentation
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GIS-R6 Hotspot Gateway
The GIS-R6 is a high performance dual-processor gateway with a throughput of 200Mb/s

The GIS-R6 Hotspot Gateway plugs into your current router and provides controlled access to the
Internet for an unlimited number of guests.

The GIS-R6 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R6 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R6 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login
Providing email address and other information

Login with a pre-generated login code

Automatic billing for Internet access

Agree to terms and conditions

or Open Access
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GIS Pro Range

Core functionality:

Very high performance, high throughput

Plug and Play Wizard
Custom Login Page
Authentication

Disclaimer Editor

Access Code Generation
Content Filtering

Bandwidth Control

Advanced Firewall

Usage and Billing Reports
PayPal® and Credit Card Billing
Facebook™ Login

URL Filter

MAC Filter

Configuration Backup/Restore
Access Code API
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GIS-R10 Internet Hotspot Gateway

GIS-R10 Hotspot Gateway

The GIS-R10 is a very high performance gateway that has an Intel 64-bit dual-core processor
with a throughput of 300Mb/s and dual-WAN

The GIS-R10 Hotspot Gateway plugs into your current router and provides controlled access to
the Internet for an unlimited number of guests.

The GIS-R10 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R10 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R10 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login
Providing email address and other information

Login with a pre-generated login code

Automatic billing for Internet access

Agree to terms and conditions

or Open Access
Documentation
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GIS-R20 Hotspot Gateway

The GIS-R20 is a very high performance gateway that has an Intel 64-bit dual-core high
performance processor with a throughput of 500Mb/s and dual-WAN

The GIS-R20 Hotspot Gateway plugs into your current router and provides controlled access to
the Internet for an unlimited number of guests.

The GIS-R20 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R20 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R20 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login

Providing email address and other information

Login with a pre-generated login code

Automatic billing for Internet access

Agree to terms and conditions
or Open Access
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GIS-R40 Hotspot Gateway

The GIS-R40 is a very high performance gateway that has an Intel 64-bit quad-core high
performance processor with a throughput of 800Mb/s and quad-WAN

The GIS-R40 Hotspot Gateway plugs into your current router and provides controlled access to
the Internet for an unlimited number of guests.

The GIS-R40 works with all types of Internet connected devices, including wireless access points
and wired computers.

The GIS-R40 Hotspot Gateway allows you to safely and securely share your Internet connection
with your guests.

Main features include displaying a custom login page, capturing user data for marketing and
managing users with a range of powerful tools. You can choose how you want to provide Internet
access.

Bandwidth controls to improve quality of service (QoS) on the unit can be enabled to limit user
download and upload speed, spreading the available bandwidth evenly across users. You can
also set time and data limits per user from any device connected to your network.

The GIS-R40 Hotspot Gateway is a simple plug and play installation, requiring no specialist
knowledge.

The login page will allow your guests access to the Internet using the following methods:

Facebook login

Providing email address and other information

Login with a pre-generated login code

Automatic billing for Internet access

Agree to terms and conditions

or Open Access
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Peripherals

GIS-TP1: Printer
The GIS-TP1 adds access code ticket printing to any GIS hotspot gateway product.
The ticket printer has an Ethernet interface and connects to the gateway's LAN network.

A tablet computer or computer can be used to control the printer. Buttons are displayed on the
tablet screen or monitor for up to 10 different access code durations. Touching any button causes
the ticket to be generated and printed.

The ticket printer is plug and play, simply enter the business information that should be printed on
the ticket and the printer is ready to use.

The printer uses low cost 58mm (2 %4") thermal paper that is available for point of sale printers
from any office supply store.

You can learn how to setup your printer by clicking

https://www.guest-internet.com/docs/en/admininterface/advanced/printersetup
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Setup

The setup section will walk you through the basics of installing and using a GIS unit.

Requirements

To setup your GIS unit you need:
A computer

A router or modem

A GIS unit

Ethernet cable
A Power Supply
i. . P |
Ethernet/Internet cables ower Supply

Once you have everything from the list above (the power supply and one Ethernet cable comes
with the unit), proceed to the QuickStart Guide.

Quickstart Guide
Each Quickstart Guide will guide you through the setup and basic configuration of your GIS unit.
o GIS-K1 : hitps://www.guest-internet.com/docs/en/setup/quickstart/gis-k1
o GIS-K3 : hitps://www.guest-internet.com/docs/en/setup/quickstart/gis-k3
o GIS-K5 : hitps://www.guest-internet.com/docs/en/setup/quickstart/gis-k5
o  GIS-K7 : hitps://www.guest-internet.com/docs/en/setup/quickstart/gis-k7
e GIS-R2: https://www.guest-internet.com/docs/en/setup/quickstart/gis-r2
e GIS-R4 : https://www.guest-internet.com/docs/en/setup/quickstart/gis-r4
e GIS-R6 : https://www.guest-internet.com/docs/en/setup/quickstart/gis-r6
e GIS-R10 : https://www.guest-internet.com/docs/en/setup/quickstart/gis-r10
e GIS-R20 : https://www.guest-internet.com/docs/en/setup/quickstart/gis-r20
o GIS-R40 : https://www.guest-internet.com/docs/en/setup/quickstart/gis-r40
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GIS-K1 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-K1 includes an external power supply of
12v, 1A

The back of your GIS-K1 unit;

WAN LAN
ANTENNA T 1 ANTENNA
A

— )

! !

RESET POWER

The necessary cables to setup your unit:

Power Supply

Ethernet cable

[ b

[k

Connection Steps
1. Power on the GIS-K1 by connecting the power supply provided
2. Wait 30 seconds for the GIS unit to complete the boot process
3. Connect an Ethernet cable on the WAN port to your router
4

Connect an Ethernet cable on the LAN port and connect the other end to your computer
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WAN
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e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

6 Guest Internet Solutions “grnie

If you run into any issue with the installation of your unit please contact us.
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GIS-K3 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-K3 includes a power-over-Internet (PoE)
power supply of 24v, 0.5A.

The back of your GIS-K1 unit;

WiFi LED

h, 4

, LAN .
WA RESET
24V PoE Port

The necessary cables to setup your unit:

Power over Ethernet (PoE)
Power Supply

Connection Steps

5.

6
7.
8

Power on the GIS-K1 by connecting the power supply provided
Wait 30 seconds for the GIS unit to complete the boot process
Connect an Ethernet cable on the WAN port to your router

Connect an Ethernet cable on the LAN port and connect the other end to your computer
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WiFi LED
LAN

, LAN .
WAN RESET
24V PoE Pofi

|

Power over Ethemet (PoE)
Power Supply

§D=

e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

If you run into any issue with the installation of your unit please contact us.
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GIS-K5 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-K5 includes an external power supply of
12v, 1A. The GIS-K5 WAN port can also be powered by a 48v PoE switch.

The back of your GIS-K1 unit;

The necessary cables to setup your unit:

Power Supply

Ethernet cable

[ b

[

Connection Steps
9. Power on the GIS-K1 by connecting the power supply provided
10. Wait 30 seconds for the GIS unit to complete the boot process
11. Connect an Ethernet cable on the WAN port to your router

12. Connect an Ethernet cable on the LAN port and connect the other end to your computer
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RESET POWER

e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

ﬁ Guest Internet Solutions

Setvp Muars

If you run into any issue with the installation of your unit please contact us.
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GIS-K7 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-K7 includes a power-over-Internet (PoE)
power supply of 24v, 0.5A.

The back of your GIS-K1 unit;

S
Ol

WAN (PoE)

RESET

The necessary cables to setup your unit:

Power over Ethernet (PoE)
Power Supply

Connection Steps
13. Power on the GIS-K1 by connecting the power supply provided
14. Wait 30 seconds for the GIS unit to complete the boot process
15. Connect an Ethernet cable on the WAN port to your router

16. Connect an Ethernet cable on the LAN port and connect the other end to your computer
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Power over Ethernet (PoE)
Power Supply

:.)=

e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

T HACEt Qe

@ Guest Internet Solutions giz-n1e

Setvp Muars

b e

If you run into any issue with the installation of your unit please contact us.
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GIS-R2 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R2 includes an external 12v 1A power

supply.

The back of your GIS-R2 unit;

LAN WAN
A

v
POWER

RESET

The necessary cables to setup your unit:

Power Supply

Ethernet cable

[ b

[k

Connection Steps

1.

2
3.
4

Power on the GIS-R2 by connecting the power supply provided
Wait 30 seconds for the GIS unit to complete the boot process
Connect an Ethernet cable on the WAN port to your router

Connect an Ethernet cable on the LAN port and connect the other end to your
computer/AP
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Guest Internet Product Documentation

0. Eamek

Open your browser at https://aplogin.com/admin

[ )
The next step to configure your GIS unit is to follow the wizards available here

@)

G Buest Internet Solutions

If you run into any issue with the installation of your unit please contact us.
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GIS-R4 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R4 includes an external 12v 1A power

supply.

The back of your GIS-R4 unit;

LAN WAN
-~

The necessary cables to setup your unit:

Power Supply

Ethernet cable

[ F

[ b

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to a computer/AP

3. Connect the Ethernet cable on the WAN port and the other end to a port of the router
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LAN WAN
.

[ e

o

e

A

e Open your browser at https://aplogin.com/admin
o The next step to configure your GIS unit is to follow the wizards available here

ﬁ Guest Internet Solutions

Setip Muas

If you run into any issue with the installation of your unit please contact us.
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GIS-R6 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R6 includes a power cord for a 110v-
240v power connection.

The back of your GIS-R6 unit;

LAN  WAN
-+ -

: JEEEEE

RESET

The necessary cables to setup your unit:

Power Cord

Ethernet cable

[ b

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to a computer/AP

3. Connect the Ethernet cable on the WAN port and the other end to a port of the router
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LAN WAN
- ==

W=EEEE

e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

- ~c_https://aplogin.com/admin

ﬁ Guest Internet Solutions

If you run into any issue with the installation of your unit please contact us.
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GIS-R10 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R10 includes a power cord for a 110v-
240v power connection.

The back of your GIS-R10 unit:

WAN LAN
% o

EEEE B E E E

The necessary cables to setup your unit:

Power Cord

Ethernet cable

[ b

[k

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to a computer/AP

3. Connect the Ethernet cable on the WAN port and the other end to a port of the router
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e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

- ~c_https://aplogin.com/admin

ﬁ Guest Internet Solutions

-

Setip Muas

If you run into any issue with the installation of your unit please contact us.
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GIS-R20 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R20 includes a power cord for a 110v-
240v power connection.

The back of your GIS-R20 unit:

|

,_

/ ! &=

— ~
WAN LAN

The necessary cables to setup your unit:

Power Cord

Ethernet cable

[ b

[

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to a computer/AP

3. Connect the Ethernet cable on the WAN port and the other end to a port of the router
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e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

0 Guest Internet Solutions

o

If you run into any issue with the installation of your unit please contact us.
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GIS-R40 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet unit
so that you can connect to the admin interface. The GIS-R40 includes a power cord for a 110v-
240v power connection.

The back of your GIS-R40 unit:

=

-~ -+

WAN LAN

The necessary cables to setup your unit:

Power Cord

Ethernet cable

[ b

[

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to a computer/AP

3. Connect the Ethernet cable on the WAN port and the other end to a port of the router
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e Open your browser at https://aplogin.com/admin

o The next step to configure your GIS unit is to follow the wizards available here

6 Guest Internet Solutions

Setip muar

If you run into any issue with the installation of your unit please contact us.
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GIS-TP1 Quickstart Guide

This guide will walk you through the initial installation and connection to your Guest Internet
printer. The GIS-Tp1 includes an external power supply of 12v, 3A.

The back of your GIS-TP1 unit:

The necessary cables to setup your unit:

Power Supply

Ethernet cable

[ b

[k

Connection Steps
1. Power up using the power supply provided
2. Connect an Internet cable on the LAN port and connect the other end to your GIS unit
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Connect to GIS gateway LAN port

e Open your browser at https://aplogin.com/admin/printersetup.cqi

You can read more about printer setup here

@)
You can read more about generating codes here

o

If you run into any issue with the installation of your unit please contact us
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Wizard

When your computer is connected to the GIS unit for the first time, you need to start the setup
process.

To complete the setup process you will need to open your web browser, you may be
automatically redirected to the GIS unit wizard if not please go to http://aplogin.com

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected 1o the Intemet: YES
Setup Wizard 3 I Setup Wizard
Introduction

This WIZARD will only appear the first time this unit is booted. The WIZARD allows

byt you to set up the login page displayed 1o your customers. Please complete the

Configure hotspot information that is requested, If you don't want to provide an item of information then
Login page branding leave the field blank
Guest access control
Status After the setup process is completed your customers will see your custom login page
s " each time they access the Internet.
Connected users
U reports The steps for the setup process are shown below:
Billing reports
Test Configure Login Guest
Management START ) imemet === HotSpot === Page === Access ===fp SCIUP
Man SETUP Access Settings Branding Control FINISH
age codes
Hotspot availability
Change password Continue to step 1
Reboot system
Advanced Settings 3
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The setup process has four steps:

Step 1

The TEST INTERNET ACCESS setup page verifies that your Guest Internet gateway product is
connected to the Internet. The setup process cannot be completed without an Internet
connection.

To check if you have an internet connection look on the top right hand corner of the browser
window:

You will see a green YES or a red NO.

If you have a green YES then your product is connected to the Internet and you can proceed to
the next page by clicking on the button ‘Continue to Step 2'.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES
Setup Wizard ¥ I Setup Wizard ]
Introduction
Test Intemet access START Test Configure Login Guest SETUP
Configure hotspot SETUP P e g - ) ... 28 ’ —— P cinish
Login page branding
Guest access control
Status TEST INTERNET ACCESS: Verify this product can connect to the Internet
System information
Connected users Look at the top nght hand comer of this page for "Connected to the Internet”,
Usage reports
Billing reports If a green YES Is showing in the box above, you can proceed by clicking on the button
Management oelow
- If a red NO is showing then you have either not connected this device to the Internet or
Hotspot availability there is a problem. Make sure you have connected a CATS ethernet cable with Internet
Change password access to the LAN port, if you have a DSL or cable modem or router, this is the same
Reboot system cable you would use to connect your compuler to the modem. If you have just
connected the cable 1o this device then click 10 test the connection.
Advanced Settings ¥

If you still see a red NO click to correct the problem

[ Continue to step 2
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If you see a red NO then you have a connection problem. To resolve try the following steps:

e First verify that your modem/router provides a good Internet connection by connecting a

computer directly to the modem/router using an Ethernet cable.

o Next verify that the Guest Internet product is connected to modem/router and then click
on ‘click to test the Internet connection’.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 [ Setup Wizard |
Introduction
M Internet access START Tost Configure Login Guest SETUP
—' Intornet —’ Hot —’ P —’ Ace —’
Cmﬂwn hotspot SETUP A“:.cou m':: .nn..:nq Con;'\; FINISH
Login page branding
Guest access control
Status TEST INTERNET ACCESS: Verify this product can connect to the Internet
System Information
Connected users Look at the top right hand comer of this page for “Connected to the Internet”,
Usage reports
Billing reports If a green YES s showing in the box above, you can proceed by clicking on the button
Management below.

9 If a red NO is showing then you have either not connected this device to the Internet or
Hotspot availability there is a problem. Make sure you have connected a CATS ethernet cable with Internet
Change password access to the LAN port, if you have a DSL or cable modem or router, this is the same
Reboot system cable you would use to connect your computer to the modem. If you have just

connected the cable to this device then glick to test the connection.
Advanced Settings 3

If you still see a red NO click to correct the problem.

You may need technical help for this step from your network or
DSL provider

This product is set as a "DHCP client”. Check with your DSL
or network provider to confirm that the router you have is a
"DHCP server”,

If your provider tells you that devices have to be configured

with a “fixed IP address” then you will need to ask what IP
access you should use, The P address is four groups of three
digits and will look like this example 182.168.90.3. Use the
button on the right to set the IP address you were given by
your DSL or network provider.

If you are sure that you are using DHCP then glick to attempt
to get an IP address.

[ Unable to continue until connected to the lnhmﬂ]

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved

53



Guest Internet Product Documentation @ Guest Internet Solutions

o |If the Internet status still shows a red NO then click on ‘click to correct this problem’.

o Verify that your router is a ‘DHCP server’. Click on the link ‘click to attempt an IP
address’. If you require a static IP address for your Internet connection you can do this by
clicking 'click to correct the problem'.

o If you still have a red NO after trying the steps described please contact Guest Internet
support.

Step 2

The GIS-gateway synchronizes with Internet time and date to time access codes and provide the
data and time for the usage log. It is necessary to first select the time zone for the gateway. Click
on the arrow at the right of the box to see the drop down menu. Select your time zone from this
list. The default time zone is US eastern time.

The GIS-gateway has no default administrator password. The administrator access password
must be entered in the box.

Guest Internet products can only be operated when a unique password has been entered,
following the recommendations of the Payment Card Industry Data Security Standard (PCI -
DSS).

Create a ‘strong’ password using the following rules:
e The password should be at least 8 characters
e Don’t use words that are in the dictionary
¢ Include capital letters, numbers and punctuation marks in the password.

When you have completed this step click on the button to proceed to step 3.

Internet Hotspot Gateway

@ Guest Internet Solutions GIS-R10

Connected to the Internet: YES

Setup Wizard 3 [ Setup Wizard ]
Introduction
Test Intemet access START Test Configure Login Guest SETUP
—-’ Internet —’ Hot Spot —’ P —’ A —’
W W SETUP ::c'onn SZl'm‘qu Br.:::ng C:fw.:n.l FINISH
Login page branding

Guest acoess control CONFIGURE PRODUCT: Set the product operating parameters

Status
System information Time zone:
Connected users Defines time displayed for EuropeLondon ¢
Usage reports logins and logouts
Billing reports Admin password
™ Usemame is always admin
nagement Keep the password safe
Manage codes
R -
Hotspot availabity POt pEsowore
Change password
Reboot system Save setting and continue to step 3

Advanced Settings 3
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The next step in the setup process is the creation of the login page. Your guests will see this

page when they connect to your Internet service.

Guest Internet Solutiun;

WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Setup Wizard 3 Setup Wizard |
Introduction
Test Intemet access START Tost Configure Logm SETUP
Configure hotspot sarup P St P et lvet =P Puwr =P Soosss =P ppntt
Login page Innﬂhn
Guest access control LOGIN PAGE BRANDING: Generate the login page used by customers
Status
System Iinformation Set login page background:
Connected users —
Usage reports F 3 P~ |
Billing reports ! - l i AN
Management Business center Church © Coffee bar
Manage codes .f .
Hotspot availability -
Change password = M
Reboot system Hotel lerary Marina °'°'
Pad = 4o "Nh ‘
Pool area Sports bar Reszauranl

Custom background image (Uploaded via Login Settings Page)
A custom background Image of '0gin Dage can De added via e acvanced QN semNgs Page afer setup
Enter business information to present to customers:

Business Name:

test 10
(max 40 characters)

Business Address:
Business City:
Business State:
Business Zip:
Business Phone:
Business Email:
Business Web Site: http://

Enter advertisement message: Leave blank If no message is required.

Customers will see this
when they log In:

(max 140 characiors)

Page title: Wirgless (W\-Fi) Internet Hot Spot

| Save setting and continue to step 4 |
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You can use one of our twelve Login pages, upload an image with your branding for the
background or create a new Login page with HTML, CSS and JavaScript.

The types of Login Page are explained in details in the Custom Login Pages section.

Step 4

The next step is to select the type of access control you require.

Internet Hotspot Gateway

uest Internet Solutions GIS-R10

¥

. JE EAS Connected to the intermnet: YES
Setup Wizard 3 [ Setup Wizard
Introduction
Test Internet access START Test Configure Login Guest SETUP
Inte H P A
Configure hotspot SETUP » " » s » Sroning > vt P cnisk

Login page branding

Buest acoess contra GUEST ACCESS CONTROL: Choose unlimited or controlied Internet access
Status
System information Unlimited access requires the user 10 accept your lerms and
Connected users conditions, Controlled access requires the user {0 enter an Unlimited access
Usage reports access code. You can aiso collect email addresses or use Controlied
ge repo Social Media sites ke i Facebook, these options can be © Contro! SCo8es
Billing reports set later from the Advanced Settings menu
Management
Manage codes
Hotspot availabdity Login instructions:
Change password Instructions to be displayed to the customers, eg
Reboot system Collect free login token from cashier or
Advanced Settings ¥ Please use our free service

Enter 3 login token 10 use this Hot Spot

Save setting and finish wizard

You have two options.

1. Unlimited access: The guest sees the login page and has to click on the disclaimer button
to get Internet access.

2. Controlled Access: The guest has to type in an access code. The code is generated
using the manage codes menu option and can be given or sold to the guest.

The choice you make here is determined by the way that you want to offer your Internet service
for your guests. You can read more about Login Page Type by clicking here.

It is also necessary to type a message that tells your customer how to proceed to get Internet
access. Explained in Login Messages.
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When completed click on the save settings and finish wizard button, you then need to reboot the
Guest Internet gateway unit.

This will restart the gateway unit with all the parameters that were entered during the setup
process.

Internet Hotspot Gateway

Guest Internet Solutlon GIS-R10

NI-FI HOTSPOTS MADE EAS Connected to the Internet: YES

Setup Wizard 3 I Setup Wizard l
Introduction . o o
ast
e — e — R T — S
Login page branding
Guest access control FINISHED: You are ready to go
Status

" You will need to reboot this device so the changes take affect. If you changed the Hot
System int Spot name (SSID), you will need to reconnect
Connected users

nsesuanis (Reboot
Billing reports —

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings 3

When the setup process is completed your personalized wireless Internet service will be ready for
your guests to start using.
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Admin Interface

This section will guide you through all of the setup options and various configurations supported
within the Guest Internet Products Admin console.

The Admin console on the GIS unit is broken up into 3 main sections:
e Status
e Management
e Advanced

Within the Status section you are able to view the current activity of the unit and the users
connected.

Within the management section you can modify the core settings of the GIS unit as well as create
access codes for guest users.

The advanced section consists of the remaining configuration options of the GIS unit; these
options give a lot of control to the GIS unit but are unlikly to be changed very often and are more
technically complex.

Status

The Status section shows information on the status of the product:

System Information

Connected Users

Usage Reports

Billing Reports

System Information

The System Information section displays:
e Uptime - The time since the unit was rebooted
e Hosthame
e Current date and time and timezone

e Firmware version (required for Firmware Upgrades)

e Serial number (required for Firmware Upgrades and Cloud Management)

« Verification that the device is connected to the Internet

e Authenticated users and Codes used

e WAN and LAN port network configurations

o Status of Firewall, Content Filter, remote access and Dynamic DNS

e Information text box for configuration notes
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Setup Wizard 3
Status

Connected users
Usage reports
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings ¥

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

System Information |
Uptime: 05h 07m 00s
Hostname: aplogin.com
Date / time: 04/13/15 03:42:45 PM
Timezone: Europe/London
Firmware version: 24.4x
Serial Number: 2X0000K%4
Hotspot enabled: YES [View Schedule]
Authenticated users: 1
Codes used: 5

WAN1 IP address:
WANZ2 |P address:

LAN1 IP address:
LAN1 DHCP range:

Firewall:
Content filter:
Remote access:
Dynamic DNS:

® 192,168.2.105 (dhep)
® 192.168.1.3 (dhep)

192.168.96.1
192.168.96.10 - 192.168.111.254

Enabled
Disabled
Disabied
Disabled

Notes: (Private information about this device)
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There are three "boxes" on the Connected Users section.

1. Authenticated users (logged in): shows all the guests that have provided a valid access
code (controlled access mode) or clicked on the disclaimer agreement button (unlimited
access mode).

2. Connected users (using the gateway): lists all the computers that are connected to the
gateway unit: they have requested and obtained an IP address.

3. IP addresses issued: this list is provided to show network usage not logins or Internet
usage. Devices may connect and get an IP address but not attempt to use the Internet.

' " Internet Hotspot Gateway
@ Guest Internet Solutions GIS-R10

Connected to the Internet: YES

Setup Wizard 3 | Connected Users
Status
The list below contains details of users connected 1o this device.
System information
Connected users Authenticated users (logged in):
Usage reports )
Billing reports ‘ Mac address OS/Browser Timeleft Bytesin/Out Code WAN
Management 04be:d9al00ee  LinuFirefox Oh 26m W27k /54ak  EA2A26 1 DI
Manage codes ; S
Hotspot availability
Change password
Reboot system
Advanced Settings ¥ Connected users (using the gateway):

f Mac Address IP Address Blocked IP Blocked MAC Allowed MAC

04:be:d9:31.000e 192.168.96.10

IP addresses issued:

Mac Address IP Address Host Name Lease Expiry Time

1 g4 veddal 00 ee 192.168.96.10 My-ipagd 18:53:55

The P adcrees et & provided 10 Show NetwOrk LSage not logine or Internet Lsage

Devicas may 2ornect and got & P ada ess but not sliamot 10 ¢ e Irteret

In the authenticated users box, if you click on the blue X’ in the right hand column will disconnect
that authenticated user.

If you click on the red ‘X’ in the right hand column will disconnect that user, and include the users
computer MAC address in the blocked MAC list, preventing the user accessing the Internet.
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Usage Reports

Usage reports displays and stores the last 10,000 entries. The number of users per day is shown
on the top graph that can extend up to 28 days in duration.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Intermet: YES
Setup Wizard ¥ | Usage Reports
Status Hotspot usage for | last 28 days §
System information
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system 00 00 0000000000000 00600000000
Adienced n3a 5 5 3 2
s AR R AR AR RS
Total logine: 1

New vs returning guests Devices used for access

Deliver daily report to emall address: Update

Emails set &t 12am, omal must bo enablod Send now

P Payment by PayPal™ [Downioad repor g8 CSV fie]  [Cleor il datal
Login MAC OS/Browser Code | Usage | Down | Up Logout

04/13 1538 d4 be.ddat 0000 LinuoFieodox | EA2A2G | 0ano2m | M | 498K | Loggedin
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The data table has seven parameters for each entry: Login time;
e MAC address;
e Access code used;
e Time connected;
e Downloaded data volume;
e Uploaded data volume;

e Logout reasons.

The usage data can be downloaded in a CSV format and loaded into a spreadsheet program for
further analysis.

Logout Reasons

Logout Reason
- Unknown logout reason
User User logged out (logout button)
Time Up Login time expired
Inactivity User disconnected from the network or turned computer off
Forced User was logged out by admin on connected users page or settings were changed
Banned User was banned by admin from connected users page
Disabled Hotspot entered disabled mode (see hotspot availability schedule)
Banned/P2P User was blocked for using Peer-to-peer software
Duplicate  There was a duplicate MAC address or IP address on the network
Reboot The hotspot was rebooted

Over limit  User exceeded upload or download data limit
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Billing Reports

The GIS gateway stores a transaction report summary in the section Billing Report.
This report can be downloaded in CSV format and loaded into a spreadsheet program.

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

i Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard ¥ | PayPal™ Billing Reports I
Status
‘ $1.00 $0.00 $1.00 $0.00
(S:‘y;lem . usor:m Today (so far) Yesterday This month (so far) Last month
Usage reports Deliver daily report to email address Update
Billing reports Emalls sert at 12am, emall must bo ¢nabled Send now
Management )
[Rownioad repon as CSY g
Manage codes Dato | Time Vaiuo Code Transaction 1D 1 Firat Login
Hotspot availability 05/08/2017 12:16 §100 [ Farwwe 5HSOSETOWSE02681P | 08082017 12:16
Change password
Reboot system
Advanced Settings ¥

For more information on the billing feature click here.

Management

Management functions are used to administer your Guest Int

Access Code Management

Hotspot Availability

Change Password

Reboot
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Access Code Management

You decide who can access your Internet service by giving codes only to guests that you
authorize. You can also sell codes to guests and provide wireless Internet as a paid service.

Access Code Management is divided in three:

Login Code Type

Code Management

Codes Page

Login Code Type
There are four Login Code Types:

Random

Custom

Description
MAC Address
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Random

When the Random Login Code Type is selected, the unit will automatically generate a unique 6

character code.

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Create codes: You have you used 5 of 10000 local codes
Code Type: Random $ Number of codes to create: | 1 $
Expiry Time: 30 mins ¢ Usage: 1 User 3
Down Speed: | Default : Up Speed: | Default s
Down Limit: Default ¢ Up Limit: Default ¢) Create Codes
New Codes:
5 Code Desc Time Users Dn Speed Up Speed Dn Limit Up Limit
1 T4HWJD 30m default default default default
Download CSV file
Custom

When the Custom Login Code Type is selected, you can create your code(the length limitis 10

characters).

Create codes: You have you used 6 of 10000 Jocal codes

Code Type: Custom : Code (No spaces):
Expiry Time: | 30 mins : Usage: 1 User $
Down Speed: Default $ Up Speed: Default ¢
Down Limit: Default : Up Limit: Default : Create Codes
New Codes:
E Code Desc | Time | Users | Dn Speed Up Speed Dn Limit Up Limit
1| CUSTOMCODE 30m 1 default default default default

Download CSV file
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When the Description Login Code Type is selected, you can write a description for a randomly
generated code.

Create codes: You have you used 7 of 10000 local codes

Code Type: Description  § | Description: | Testing

Expiry Time: 30 mins $ Usage: 1 User ¢

Down Speed: Default ¢ Up Speed: Default H

Down Limit: Default ¢ Up Limit: Default ¢ Create Codes

New Codes:
= Code Desc Time | Users | Dn Speed | Up Speed | Dn Limit | Up Limit
1| PLBDA2 Description forcode | 30 m 1 default default default default
Download CSV file

When the MAC Login Code Type is selected, you can manually enter a devices MAC address.
This device will then automatically be allowed on the Internet once connected.

Create codes: You have you used 7 of 10000 local codes

Code Type: MAC acdress § MAC address: d4:be:d9:a1:00:ee
Description: Manually

Expiry Time: 30 mins ¢ Usage: 1 User ¢

Down Speed: Default H Up Speed: Default ¢

Down Limit: Default $ Up Limit: Default $ Create Codes

New Codes:

¢ Code Desc Time | Users | Dn Speed | Up Speed | Dn Limit | Up Limit
1 | D4:BE:D:A1:00:.EE | MAC ADDRESS |[30m | 1 default default default | default

Download CSV file
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Code Management

While an Access code is being created, you can set Limits to each code or all of them.

After the creation of the code, you have an easy way to find and/or delete codes, you can also
download/upload a list with all the codes in CSV.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

NI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard ¥ | Access Code Management |
Status
: : Create codes: You have you used 3 of 10000 local codes
System information
Connected users Code Text: Random (] Number of codes to create: | 1 &
;_’:gﬂ IepOie Expiry Time: 30 mins H Usage: 1 Usar H
ik Down Speed: Detault 3 Up Speed: Datauit H
secien i Down Limit: Defauil s Up Limit: Defauil Ay Create Codes
| Manage codes
Hotspot availability Usage: Code can be shared by the number of selected users. Code
Change password expires al pre-saf ime after code was first used,
Reboot system Speed: Guests using this code will be throttied (imited) to the speeds
Satti L bandwidth control 3
Rehainced ngs 3 selected. Default set on page
Lirmit: Data usage will be imited fo vaiues selected. Guests sharing

codes will also share the limit. Default set on bandwidth page.
You can also use htip.//apiogin.com/codes/ to manage codes, S&t a password.
Impont codes from a CSV file, all existing codes will be replaced.
Check / Delete Codes: Codes are automatically delefed 7 days affer they expire

Enter code to check: Chetk Code Wiew All Codes
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Find/Delete Codes

If you want to delete a code that is not in use any more or manage the codes being used (check
the limits a user still have available), at the end of the "Manage Codes" section, there is a box
"Find/Delete Codes".

You can click "View All Codes" to check all the codes being used, or type the code you want to
check and click "Find Code".

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 | Access Code Management
Status
) Create codes: You have you used 4 of 10000 jocal codes
System information
Connected users Code Type: Random s Number of codes tocreate: | 1 ¢
Usgge 5, Expiry Time: 30 mins : Usage 1 User ¢
. Down Speed: Default ¢ Up Speed Default ¢
s Down Limit Default ¢ Up Limit: Default N Create Codes
Hotspot availability
Change password Find / Delete Codes: Codes are automatically deieted 7 days after they expire
Reboot system -
Find code or description: Find Coge View Al Codes
Advanced Settings ¥ Sbidanhoannid
ARMEG! Room Number 1| 74 1 NO | Te 0 0
BILOWN aom 1 NO |30m 0 0
D4 BEDIA1O0EE 1y 1 NO |ty 0 0
ROOM? 12h 1 NO | 120 e ' .2 5 0 0
Delete checked Download CSV file * Default imit (kbit/s)
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Code Limits

There are 4 limits that can be established for the codes you create:

Usage

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

The "usage" option limits how many users can have Internet access using the same code.

Setup Wizard ¥

Status
System information
Connected users
Usage reports
Billing reports

Management

~ Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway

Connected to the Internet: YES

GIS-R20

Access Code Management

Create codes: You have you used 4 of 10000 Jocal codes

Code Type: Random : Number of codes to create: | 1§
Expiry Time: [ 0mins ¢ [/ 1 User ]
Down Speed: | Default : Up Speed: ; g“:‘ :
S -
Down Limit: Default s Up Limit: 4 Users 5 Create Codes
- BUsers i
Usage: Code can be shared by th & Users bcted users. Code
expires at pre-set time aft 7 ygers 'used.
Speed: Guests using this code wi  8Y%  witeq) 1o the speeds
selocted. Default setonfy 2V  |page
Unlimited
Limit: Data usage will be limited wr venues seventod. Guests sharing

Find / Delete Codes: Codes are automatically deleted 7 days after they expire

Find code or description:

codes will also share the limit. Default set on bandwidth page.

You can also use hitp://aplogin.com/codes/ 1o manage codes, sel a password.
Import codes from a CSV file, all existing codes will be replaced.

Find Cooe

View Al Codes
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Time

The "Expire Time" option limits how the user(s) will have Internet access using a code.
Different codes can have different time limit.

- Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard ¥ I Access Code Management
Status
- Create codes: You have you used 4 of 10000 local codes
System information
UORMSCIG Yauce Code Type: Random ¢ Number of codes to create: | 1 &
oo PELTEEE) Usge  (TUse
Down Speed: ;m ) Up Speed: | Defaut 3
- Down Limit: SR Up Limit: Defaul s Create Codes
Manage codes ¥ e I
Hotspot availability Usage: 12 hours can be shared by the number of selected users. Code
Change password 1 day s at pre-set time after code was first used.
Reboot system Speed: ';"""  using this code will be throttied (limited) to the speeds
Advanced Settings 3 ‘m ed. Default set on bandwidth control page.
Limit 5 days ssage will be limited fo values selected. Guests sharing
6 days will aiso share the limit. Default set on bandwidth page.
You can also us :;':V‘m 2m/codes/ to manage codes, set a password.
Importcodes frt  30days | existing codes will be replaced.
! 60 days !
Find / Delete C ?:om re automatically deleted 7 days afler they expire
Find code orde | ¥** Find Code  View All Codes
- Custom

unlimited
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Speed

"Down Speed" and "Up Speed" options, guests using this code will be throttled (limited) to the
speeds selected. Default set on bandwidth control page.

Down Speed: maximum download Internet speed

: Internet Hotspot Gateway
Guest Internet Solutions GIs-R20
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 | Access Code Management |
Status
_ Create codes: You have you used 4 of 10000 local codes
System information
Connected users Code Type: Random ¢ Number of codes tocreate: [ 1 &
U.saqo . Expiry Time: 30 mins $ Usage: 1 User $
Billing reports —
s [Down Speed] AZIITMENN  UpSpeed: | Owaut
. Down Limit: 32 kbit/s Up Limit: Default : Create Codes
m m . B4 kbiys
Hotspot availability Usage: ;:: ::Z: an be shared by the number of selected users. Code
Change password 512 kbit/s at pre-set time after code was first used.
Reboot system Speed: 768 kbitys  using this code will be throttied (limited) to the speeds
Advanced Settings ¥ 1024 kbitys . Default set on bandwidth control page.
Limit: 20‘:3 KIS Lage will be limited to values selected. Guests sharing
w:::‘ed vill also share the limit. Default set on bandwidth page.

You can also use MupARIRgIM.com/codes/ to manage codes, set a password.
Import codes from a CSV file, all existing codes will be replaced.

Find / Delete Codes: Codes are automatically deleted 7 days after they expire

Find code or description: Find Code View Al Codes
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Up Speed: maximum upload Internet speed

- Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 [ Access Code Management I
Create codes: You h used 4 of 10000 local code.
rea . ave [+ S
System information o
Connected users Code Type: Random & Number of codes to create: | 1 &
Blllngg ml Expiry Time: 30 mins H Usage: 1 User $
& Down Speed: | Defaut &
siicocis Down Limit; Default ¢ Up Limit: 32 kbit/s | Create Codes
| Manage codes i BAkbit/s
(e pvar T , 128 kbit/s
Hotspot availability Usage: Code can be shared by th 286 kbit)s ted users. Code
Change password expires at pre-set time aft L0 wiys 19
Reboot system Speed: Guests using this code wi 768 kbitjs  ted) fo the speeds
Advanced Settings 3 selected. Default seton ) 1024 kbiys  Jage.
Limit: Data usage will be limited é“’ KBIUS o Guests sharing
codes will also share the | u“'“"“. 4 D bandwidth page.

You can also use hitp://aplogin.comicodes/ to manage cooes, St Password.
Import codes from a CSV file, all existing codes will be replaced.

Find / Delete Codes: Codes are automatically deleted 7 days after they expire

Find code or description: Find Cose  View Al Codes
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Data

You can limit the data Download and Upload. Guests sharing codes will also share the limit.
Default set on bandwidth control page.

Maximum data download bytes

Internet Hotspot Gateway
GIS-R20

Connected to the Internet: YES

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Setup Wizard 3 | Access Code Management
Status
Create codes: You have you used 4 of 10000 local codes
System information
Connected users Code Type: Random & Number of codes to create: | 1 &
:::: 1 Expiry Time: 30 mins $ Usage: 1 User ¢
ot Down Speed: Default $ Up Speed: Defautt 8
oty [Down Limit] v Default Up Limit: Default s Create Codes
Manage codes 16 MB -
Hotspot availability Usage: 32mM8 @ shared by the number of selected users. Code
Change password 64 M8 re-set time after code was first used.
128 M8 ) \
Reboot system Speed: 258 M8 g this code will be throttled (limited) to the speeds
Advanced Settings ¥ 512 M8 sfault set on bandwidth control page.
Limit: 1024 MB (1 GB)  will be limited to values selected. Guests sharing
2048 MB (2GB)  fso share the limit. Default set on bandwidth page.
You can also us cmm“:'o‘:‘n.d pdes/ to manage codes, $6t 3 password.

Import codes from a CSV file, all existing codes will be replaced.

Find / Delete Codes: Codes are automatically deleted 7 days after they expire

Find code or description:

Find Code View All Codes

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved

73


https://www.guest-internet.com/docs/en/admininterface/advanced/bandwidthcontrol

Guest Internet Product Documentation

Maximum data upload bytes
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Internet Hotspot Gateway
GIS-R20

Connected to the Internet: YES

You can also use hitp.//apiogin.com/codes/ to mana

Setup Wizard 3 | Access Code Management |
Status
Create codes: You have you used 4 of 10000 local codes
System information
Connected users Code Type: Random ¢ Number of codes to create: | 1 ¢
Eln I Expiry Time: 30 mins : Usage: 1 User :
! Down Speed: | Default : Up Speed: | Defautt H
S _ | Down Limit Default : < Detault Create Codes
 Managecodes . 16M8 :
Hotspot availabiity Usage: Code can be shared by th 32 MB users. Code
Change password expires at pre-set time af 64 MB t
1
Reboot system Speed: Guests using this code wi 2:::: fo the speeds
Advanced Settings 3 selected. Default sefon g, g }
Limit: Data usage will be limited 1024 MB (1 G8)  pests sharing
codes will also share the | 2048MB(2G8) ndwigth page.

Custom
Unlimited tord.

Import codes from a CSV file, all existing codes will béreplaced.

Find / Delete Codes: Codes are automatically deieted 7 days after they expire

Find code or description: Find Code View Al Codes
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Import and Export Codes

The system allows you to import and export a set of codes in CSV format.

Download

Going to the "Manage Codes" option on the Admin interface, by the end of the page there is a
"View All Codes" button, when clicking the button, you will see as screen like this:

X Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 [ Access Code Management
Status
Create codes: You have you used 4 of 10000 jocal codes
System information
Connected users Code Type: Random ¢ Number of codes to create: | 1 ¢
Usage reports . = -
Billing Expiry Time 30 mins : Usage: 1 User :
Down Speed Default $ Up Speed: Default $
Management - :
Down Limit: Default : Up Limit: Default ¢ Create Codes
Manage codes
Hotspot availability
Change password Find / Delete Codes: Codes are automatically deleted 7 days after they expire
Reboot system
Find code or description Find Coce View Al Codes
Advanced Settings 3
Down Down Down
Cade Desc Time | Users |used | Lot | SERR) U8, | 08" | U8 | Deed | sed
ARMEG! RoomNumber 1| 7d | 1+ [No | 7a]| . 0 0
BILIWN om| 1 | NO [30m]| * . I+l ©o 0
D4-BE DI A1 00EE ty| v+ [no|ty] * . o I 0
ROOM? 12a| 1 | NO |12n] - . * || o 0
Delete checked Down'oad CSV fle * Default limit (kbits)

Just click the "Download CSV file" and you will get the CSV file with all the codes you have
generated.

LN, ] {3 codes.csv — Eaites

CODE, DESCAIPTION, TIHE, HINS E.EFI' ussns U‘;ED TIME LEFT,FIRST USED,DOWN SPEED,UP SPEED.DOWN LINIT,UP LIMIT,MAC ADDRESSES
ARMES1, Room Murber 1, r L 10808, 100, 75

BOLIWN, .38 m,30,1.M0

DA BE-D AL BOSEE 01 3, szslm iMe.t v,

RODMT, 12 b, 728,1,80,12 by, 0,00
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Upload

To upload a list of Access Codes, you need to go to the "Manage Codes" option on the Admin
interface, just before the Find/Delete Codes box by the end of the page, there is a link "Import
Codes".

4 Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
Wi-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 I Access Code Management
Status
- Create codes: You have you used 4 of 10000 local codes
System information
Connacies wesr Code Type: Random : Number of codes to create: 1 ¢
a b Expiry Time: 30 mins s Usage 1 User $
Down Speed:  Defaun ¢ Up Speed: = Defaun $
Down Limit: Defaul $ Up Limit: Defaunt ¢ Croate Codes
Manage codes
Hotspot availability Usage: Code can be shared by the number of selected users. Code
Change password expires at pre-set time after code was first used.
Reboot system Speed: Guests using this code will be throttied (limited) to the speeds
Advanced Settings ¥ selected. Default set on bandwidth control page.
Limit: Data usage will be limited to values selected. Guests sharing

codes will also share the imil. Default set on bandwidth page.

You can aiso use hitp;/aplogin.comy/codes/ to manage codes, 5¢1 2 password.
Import codes from a CSV file, all existing codes will be replaced

Find / Delete Codes: Codes are automatically deleted 7 days after they expire

Find code or description: Find Code View All Coces
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By clicking the link you will be redirected to this page:

’ Internet Hotspot Gateway
Guest Internet Solutions GIS-R20
WI-FI HOTSPOTS MADE EASY Connected to the Interet: YES
Setup Wizard 3 | Access Code Management |
Status Import Codes: Codes can be imported from a CSV (Comma Separed Values) file.
System information
Connected users gsr: files can be t‘:vuted ::oan bsx;v edntt:. r:nem M&cast\alsoﬁ Excel, OpenOffice or
r spreadsheet application. Save as !
Billing reports The CSV file must be in the same format as the CSV download fie
mw All existing codes will be replaced, please make a backup.
Hotspot availability CSV file: cnoosetile No file chosen
g:::: pe import codes file
system
Advanced Settings ¥
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Printing Vouchers for the voucher cash sale (Internet-por-ficha) application

The K-series and R2/4/6 products have a feature to create and print vouchers in a 4x4 format on
a letter size printer. Each voucher has a unique access code printed on it, where the access code
is configured with the parameters for:

e Duration, minutes, hours, days, months

e Number of concurrent users permitted to us the code
e Download and upload speeds

¢ Download and upload byte limits

This feature supports the sale of Internet access for a cash payment (Internet-por-ficha)
application that is very popular in the countries of Latin America and the Caribbean.

Before the vouchers can be printed, the voucher design must be created. The voucher setup
procedure is described in the 'Printer Setup' section of this manual.

Creating the codes follows the same procedure as described previously. The vouchers are
printed 4x4 on a Letter size page which is 16 vouchers per page. When selecting the number of
codes to create a number should be select that is a multiple of 16.

When the access code parameters have been selected click the ‘create codes' button as shown
in the screen below.

. Internet Hotspot Gatewa
@ Guest Internet Solutions " aiski

Connected to the Internet: YES

Setup Wizard ¥ | Access Code Management |

Status x
Create codes: You have you used 0 of 10000 local codes
System information

y =l v N rofc 1 v
Comertod oo Code Type | Random | lumber of codes to create: [ 18 |
Expiry Time:  [1day v | Users |1 v |
Usage reports Down Speed: [1024Koiz V| Up Speed: [128Kbis V|
Billing reports Down Limit: [512MB v | Up Limit 32 MB v | Create Codes |
Management Usage: Code can be shared by the number of selected users. Code
Manage codes expires at pre-set ime after code was first used
Hotspot availability Speed: Guesrf U‘S’!"Tg; :.'v.:s :o::fe will be :.:'.rcrrfed r".'r:'?.‘:e::_! to the speeds
selected Default set on bandwidth control page
Change password ity : ; grat P
gep Limit Data usage will be limited to values selected. Guests sharing
Reboot system codes will also share the limit. Defsult set on bandwidth control
page

Advanced Settings ¥
E R

You can also use hitp://aplegin.com/cedes/ o manage codes. set a password.
Multiple codes can be printed on a normal printer, set up page template.
Import codes from a CSV file, all existing codes will be replaced

Check / Delete Codes: Codes are automatically deleted 7 days after they expire

Enter code to check: | | | Check Code | | View All Codes |
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When the ‘create codes’ button is clicked the access codes are listed as shown in the screen
below.

The voucher-printing feature includes a button ‘print codes file’ that is highlighted in the figure
below. Clicking this button opens a browser tab with the formatted vouches, which is shown on
the following page.

Internet Hotspot Gateway

Euest Internet Solutions GIS-K1

! WI-FI HC POTS MADE EASY Connected to the Internet: YES
Setup Wizard | Access Code Management |

Status = > 7
Create codes: You have you used 16 of 10000 locsl codes
System information

S mertod Code Type [Random V| Number of codes to create: [1 V|
Expiry Time: [20mns v | Users [1 v |
Usage reporis Down Speed: [Defaut WV | Up Speed: [Defaut V|
Billing reports Down Limit:  [Defautt | Up Limit  [Defaulk  w] | Create Codes |
Management ‘
[FiAmiage codes New Codes:
Hotspbt availability = Code Time | Users Down Speed Up Speed Down Limit Up Limit
Change password 1| vropoa | 1D 1 1024 Kb's 128 Kbis 512 M3 32N3
Reboot system 2 MTGB45 1D 1024 Kb's 128 Kbz 512 M2 32NM8
3 MM7EG4 1D 1024 Kb's 128 Kbis 512 N2 32NMB
S e o 4 | ekkaa | 10 1024 Kbi's 128 Kl's e N
=B 5 2YJYYW 1D 1024 Kb's 128 Kbis 512 M3 32M8
6 JPR1QT 1D 1024 Kb's 128 ¥b's 512 N3 32MB
7 AROXSH 1D 1024 Kb's 128 Kb's 512 M3 32NMB
g | NOWHKB 1D 1024 Kb's 128 Kbis 512 M2 32M8
Q H2CCFH 1D 1024 Kb's 128 Kbis 512 M3 32NM8
10 OXKDUN 1D 1024 Kb's 128 Kbis 512 M3 32 N8
1 EPBNEK 1D 1024 Kb's 128 Kbis 512 N2 32NB
2 QGQF3M 1D 1024 Kb's 128 Kbi's 512 N8 32M8
3 N20GCX 1D 1024 Kb's 28 Kb's 51z M3 32 M8
4 M31QWC 1D 1 1024 Kbi's 128 ¥b's 512 N3 32MB
5| saoavs | 10 | @i Kbis 128 Kb/s 512 M3 32M8
6 HaMMNS 1D 1 102b's 128 Kbi's 512 N2 32NM8
[ Print codes file § Download CSV file |
Check / Delete Codes: Codes automatically deleted 7 days after they expire
Enter code to check | | Check Code | | View All Codes
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The browser pages can be sent directly to a printer, or else printed to a PDF file for printing at a
later date.

After printing each voucher page is chopped into individual vouchers for sale to the public.

@ Access Code Management X D https://aplogin.com/admin/cod: X | =+ - o) S

b

O & https://aplogin.com/admin/codes.cgi @ ¥ & b4

( N N (7 N ™
Internet access ticket Internet access ticket Internet access ticket Internet access ticket

- - -

.))

Thanks for using aur knlemet service. Your Thanks for using our ntemet service. Your Thanks for using our Intemet service. Your Thisnks for using our Internet senvice. Your
login code = in code = ode o o e i
- VNG EIINE 7
g " =\
Internet access ticket Internet access ticket

-
®

)

ervice. Your Thanks for using aw Itemet service. Your
n code is
JPR1G7
. J J
f N\
Internet access ticket Internet access ticket

-
@

.))

Tharis for usie Internet service, Your Tharks for usin Intemet service. Your wrvice. Your
I 1 oo ode =
- 2N J J/
s N B 3
Internet access ticket Internet access ticket Internet access ticket
ce. Your Tharks for
J J
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Codes Page

All GIS gateway products have a special graphic user interface specifically to generate access
codes that are given to guests for Internet access.

When the ticket printer is activated the display is used to print access codes onto tickets, as a
self-contained PoS.

Access codes can be generated and managed using the administrator login:
http://aplogin.com/admin

The administrator login gives access to all the features of the GIS- gateway. In many cases it is
desirable to give someone the permission to generate and manage access codes, but not permit
that person to have access to all the configuration parameters.

A page that permits only the generation and management of codes can be accessed using the
URL: http://aplogin.com/codes

A username and password is requested when this URL is typed in and so the code administration
page password must be created before this feature can be used. First login as administrator and
click on the change password menu entry to create the password for the access code
management page.

Access Code Management

Create a one-click button:

Name of button:

Expiry Time: 30 mins
Down Speed: Default
Down Limit: Default

Usage: 1 User
Up Speed: Default

Up Limit:  Default Create button

ar 4 o
ar 4O O

Manage one-click buttons: Remove and reorder buttons

Exit management

It is necessary to first create buttons that are used to generate access codes.

Up to ten buttons can be added to the display. Click on the ‘create button’to add a button to the
display.
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Access Code Management

Create a one-click button:

Name of button:

Expiry Time: 30 mins § Usage: 1 User

Down Speed: Default § Up Speed:| Default

Down Limit: Default § UpLimit: | Default
One-click button added

ar 4>

Create button

Manage one-click buttons: Remove and reorder buttons

30 Minutes Remove one-click button Move up
1 hour Remove one-click button Move up

2 Hours Remove one-click button Move up
Day Remove one-click button Move up
Week Remove one-click button Move up

Exit management

First type the name of the button that will be shown on the display subsequently. This could refer
to the access time, e.g. two-hours, or the type of user, e.g. conference-guest.

The code duration can be selected from 30 minutes to 180 days using the drop down menu.
One of two codes types can be selected:

¢ Single: Only one guest can use this code. The code runs to completion after login. The
duration of the code is selected by the time option.

e Multi-User: Many guests can use this code concurrently for Internet access. The timer
starts the first time that the code is used by any user, and the code expires after the
duration set for the code. Subsequent users will therefore have less time available for the
code.

The download and upload speed limits can also be specified for the code using the drop down
menu.

Click the ‘exit management’ button to see the display with the buttons that are used to generate
access codes.
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Access Code Management

One-click buttons: Create and print new codes with one click

30 Minutes 1 hour 2 Hours Day Week

Manage one-click buttons

Create / View codes

When any button is clicked the access code that has been generated is shown on the display.

Access Code Management

One-click buttons: Create and print new codes with one click

30 Minutes 1 hour 2 Hours Day Week

Manage one-click buttons

New Code: 6HDPM4

Create / View codes
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The GIS units allow you to control the times where the internet is available throughout the week.

Clicking on the Hotspot availability menu opens the default page, which shows always enabled.

Advanced Settings ¥

2 Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WIi-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 Hotspot Availability Schedule
S~ The hotspot schedule allows times to be set for Internet access. The
System information displayed to customers when access is biocked can be changed here. MAC
Connected users addresses in the allowed list can always use the Internet.
Usage reports
Billing reports Hotspot avaiablity | Always engbled (allow access 10 Intemet) § |
Management
m codes Upcate schedule
Hotspot avaitability
Change password
Reboot system

If ‘schedule access’ is selected from the drop-down menu then the selection table is displayed.
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. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected 1o the Intemet: YES
Setup Wizard ¥ l Hotspot Availability Schedule ]
Status
The hotspot schedule allows times 1o be set for Internet access. The message
System information displayed to customers when access is blocked can be changed here. MAC
Connected users addresses in the allowed list can always use the internet.
Usage reports ) ,
Billing reports Hotspot availablity: Schedule access (using tadie below) $
Management
Manage codes ALL | NN Sun  Mon Tue Wed Thu Fri Sat
 Hotspot avakanilty 12am  ©6 6 o o
m';’:mm 01 am s o
02 am (/]
SR St 03 am o o
04 am /] a a
05 am a a
06 am /] /]
07 am /] a a
08 am Q a
08 am a
10am /] /] /] /]
11am a o 7] Q
12 pm
01 pm /] a a
02 pm /] /] /]
03 pm a /]
04 pm
05 pm /] a
06 pm a
07 pm
08 pm a ]
08 pm /] a
10 pm /]
11 pm
Ticked boxes indicated the hotspot is enadled
Update schedule

The Hotspot can be enabled or disabled in increments of 1-hour, during a 7-day period.

Each hourly selection box is checked for enabled when the table is first opened. Uncheck the
boxes when the Hotspot service should not be provided.

At the times when the Hotspot has been disabled, the login screen will display:
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% b w\ \
X >
: ' .-.’ i 'I

o ——

The message that is displayed can be changed, check Login Messages.
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Change Password
During the wizard setup procedure a password must be typed in for the administrator login.

The Change Password menu option is used to change the password at any time after the initial
setup procedure.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10

Connected to the Intemet: YES

Setup Wizard 3 | Change Password |
Status
To change the admin password please enter a new password below. If you forget the
System information passwoard you will have to reset to factory defaults. A codes password can also be
Connected users set, this will aliow access to the code management interface without allowing access
Usage reports to the admin pages
Billing reports
Password to access the admin Iinterface at hitp:/aplogin.com/admin
Management
Manage codes Username: acmin
Hotspot availabil
= New Password:
Change password Retype:
Reboot system
Advanced Settings ¥ Change agmin passworg

Password to access the codes interface at http:/aplogin.com/codes

Username: codes

New Password:
Retype:

Change codes password

Two passwords are required:

The first is the admin password that is used to access the Admin pages: this password was
entered during the Wizard setup process.

The second is the codes password is required for login to the Codes page.

The codes page is used to create and administer access codes, however there is no access to
other administration pages.

The codes page is also used when the ticket printer GIS-TP1 is used with the gateway.

Always make a note of your passwords and keep in a safe place: if the admin password is lost
then the Guest Internet gateway will have to be reset to factory defaults and you will have to
configure the device again.
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Reboot
The reboot system function restarts the device.

Some functions may require the device to be rebooted before the changes take effect.

< Internet Hotspot Gateway
| Guest Internet Solutions GIS-R10

Connected to the Intemet: YES

Setup Wizard 3 [ Reboot ]

Status
System information
Connected users
Usage reports

Biling reporta The system can be set 1o automatically reboot at any time of the day, to set up an
Management auto reboot simply salect the time

Manage codes
Hotspot availability Set auto reboot:  disabled §
Change password
'ym Updato auto reboot

Advanced Settings ¥

Click the button below to reboot, you'll be told when the reboot is complete

Reboot Now

Click on the 'Reboot’ button to restart the device.

When the device has been rebooted there will be a pause of approximately three minutes before
it becomes functional again. This process is the same as cycling the power to the device.

The reboot page also has a drop down menu for ‘set auto reboot’.

The drop down menu permits a time to be selected to reboot the device each day.
The auto-reboot should be selected for a time of day when no one will be using the hotspot.

The auto reboot is very useful to release resources allocated by users. For example, IP’s will be
allocated and will only expire after the termination of the IP lease time. The auto reboot forces the
release of IP leases to free up resources for new users.
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Advanced settings permit you to change technical parameters of your product. Changes in these

parameters should not be required unless your implementation has specific network

characteristics.

Advanced settings used to administer your Guest Internet unit are as follows:

Login Settings
Login Messages

Credit Car / PayPal

Disclaimer Text

Time zone
Email setup

Content filter

Dynamic DNS
Bandwidth control

Network interfaces

Firewall

Port forwarding
Monitoring / alerting

Hostname
Allowed IP list
Allowed MAC list
Blocked MAC list

Printer setup
Update firmware

Backup & restore

Cloud management
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Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Setup Wizard 3 Login Page Settings |
The login page is used to display a login box 1o customers before they are allowed
System information 1o use the Intermet
Connected users
Usage reports Login page type: Conwrolied access (Require a logn code) :
Biling reports
Management Your business site:
Orfl Facebook page o
Manage codes Force user to vist this wed ste after login
Hotspot availability
w‘ M| Enable timer window: Display pop-up with countdown after login
Advanced Settings ¥ Clear MAC at logout: Coce can be reused by a different computer
Login settings
Login messages Inactivity logout time:
’ Log off inactive 60  Time in minutes, set to 0 to disable
Disclaimer text
Time zone Default login time:
Uniless set by 0 Time in minutes, default (0) is 24h
Content filter
Dynamic DNS Authentication type: MALC and IP acdress (defaut) ¢
Banawidth control
Network interfaces Xbox auto login: Auto login of Xbox games console
Firewall
Port forwarding Custom login page settings:
Monitoring / alerting
Hostname © Use wzarg: Use the wizard fo sef up the login page
Allowed P ist Choose e  No fie chosen
Allowed MAC kst Custom background:  aacaground image must be 8 SPEG. mar a0 /4 1960
Blocked MAC list Compress he ymage & ARD Mools Jynamicave ComImageoptma o
Printer Setup Choose e No fle choser
Upgrade firmware Custom logh page: 2P arciwve. see manus! br detads, max sire & 1960
Backup & restore

WARNING: All notspot users will be logged outl when settings are changed

Change settings

Login Page Type: Choose the type of login to be offered to your guests.

Business Web site or Facebook page: This is the Web site URL of the business providing
Internet service. When Social media login is selected this box should contain the URL of the

business Facebook page.
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Force the user to visit this website after login: By checking this box you can force the user
visit to your website after logging in.

Enable Timer window: Checking this box will enable the pop-up timer window that the user sees
after completion of the login process.

Clear MAC at logout: By default an access code can only be used with one computer. By
checking this box the access code can be used on many computers,tablets and smart-phones
sequentially, but not concurrently.

Inactivity logout time: This is a timer (shown in minutes) after which a user will be logged out
when the user has stopped using the Internet. This feature releases resources so that more
people can use the Internet service. Note that most computers have tasks that constantly connect
to the Internet even when the computer is not being used. The inactivity logout time will therefore
be effective when the computer is put into sleep mode or switched off.

Default login time: This timer (in minutes) is normally set to zero: zero means it is inactive. This
timer will disconnect the user after the time specified.

Authentication type: When computers are authenticated the default method is to associate both
the IP address and the MAC address of the computer with the access code. In some cases it is
desired to authenticate the user by IP address only (a) when it is desired to permit the user to
used one access code with several devices (not simultaneously), and (b) when a wireless
distribution network has been configured for guest access, however WDS is not activated for
point to point links for whatever reason (in this case the MAC address is the wireless access
point, not the users computer).

XBox auto login: Standard configuration XBox gaming products do not have a browser and
therefore cannot log in to the network like a computer can. Checking this box will permit XBox
products to be detected and allow them to bypass the login page and connect directly to the
Internet. The firewall rules apply to the XBox however.

Custom Login Page Settings: The login page is used to display a login box to customers before
they are allowed to use the internet, you can learn how to customise your login page here.
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If you want to control your users access to the internet using either login codes or by using Credit
Card/PayPal® billing then Controlled Access should be enabled.

< Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected o the Internet: YES
Setup Wizard 3 Login Page Settings |
Status
The login page is used o display a login box 1o customers before they are allowed
System information to use the Internet.
Connected users
Usage reports Login page type: | Conwoked access (Reque a ilopn code) ¢
Billing reports
Management Your business site:
Or 01 Facebook page "
Manage codes Force user to vist thes web site after login
Hotspot availadility
Change password
Reboot aytien Enable timer window: Display pop-up with countdown after login
Advanced Setings 5 Clear MAC at logout: Code can be reused by a different computer
Login messages Inactivity logout time:
Card/ Log off inactive users 60 Time In minutes, set to 0 to disable
Disclaimer text
Time zone m:mb'y‘::n: o  Time in minutes, default (0) is 24h
Content filter
Dynamic DNS Authentication type: MAC ang IP address (defaut) :
Bandwidth control
Network interfaces Xbox auto login: Auto login of Xbox games console
Firewall
Port forwarding Custom login page settings:
w" 0 © Use wizard: Use the wizard to set up the login page
Allowed IP kst Choose e No flie chosen
Allowed MAC kst Custom backQround.  pucagraund imege must be & JPEG, mar siw i 1960
Blocked MAC kst Compress e mage st hign Mools Oy Amagecptr:
mwm - Choose fie fie ¢
Upgrade firmware Custom login page: IP-v-; -::mw:.:;twmlm
Backup & restore
WARNING: All hotspot users will be logged out when settings are changed
Change settngs
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The Controlled Access requires a login code that can be generated on "Manage Codes" based on
time limit, speed limit or no limits.

N Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Sotup Wizard ¥ l Access Code Management |
Status
g in Create codes: You have you used 5 of 10000 codes
Connected users CodeTextt | Random &)  Number of codes to create: 1 ¢
mm Expiry Time 30 mins $ Usage 1 User :
Down Speed: | Defautt ¢ Up Speed: | Defautt $
m Down Limit: Default s Up Limit: Daofautt H Croate Codes
Manage codes |
Hotspot availability Usage Code can be shared by the number of seiected users. Code
Change password expires at pre-set time after code was first used
Reboot system Speed Guests using this code will be throttied (Iimited) to the speeds
Advanced Settings 3 selected. Default set on bandwidth control page.
Limit Data usage will be mited lo values selected. Guests sharing
codes will also share the imit. Default set on bandwidth page.
Pause: Code countdown can be paused so time remaining can be used

later.

You can also use hitp.//aplogin.com/codes/ to manage codes, sel a password.
Import codes from a CSV fie, all existing codes will be repiaced

Check / Delete Codes: Codes are automatically deleted 7 days after they expire

Enter code to check: Check Code View All Codes

It will be displayed on the user's device the "Custom Login Page" you have created, the page will
display a space where the user needs to type the code and therefore connecting to the Internet.
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Enter a login token to use this Hot Spot

Connect & agree

When clicking in "terms and conditions" the user will be redirected to a page with the disclaimer
information. You can see how to edit the disclaimer here.
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Registered Access

By enabling the Register Access the user has to provide the data requested (i.e email address)
before proceeding to the login page.

Before setting the Login Page to Registered Access you need to configure the Email Setup page.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 | Login Page Settings
Status .
The login page is used 1o display @ login bax 1o customers before they are allowed
System information to use the Internet
Connected users
Usage reports Login page type: Regstered access (Colect Email address) N
Billing reports
Management Registered access data collection:
Manage codes . "
Hotspot avalabikty Up 1o 3 custom fields of data can be collected from your guest, you could for
example ask for their name, emall address and age. The data collected will be
Change password sent to the designated email address every time a guest logs in. You should
Reboot system publish a privacy policy so guests know how their data wil be used
Advanced Settings ¥ Custom data fieid 1:
Login settings Data to collect eg: Name k.
Login messages A
Credit Card / PayPal sty I No chacks ¢
Disclaimer text
Time zone Custom data fieid 3:
No checks
Email sotup Data 1o collect eg: Age 2 $
Content filter
Collect MAC add 3 Record guest's MAC address
Dynamic DNS _— ¢
Bandwidth control Collect browser type: Record guest's web browsar type
Network interfaces
Firewall Send data to emall:
Port forwarding Your email address Email must set up and tested on email page
Monitoring / alerting
Hostname Emall subject:
9. I '
po P lst e.g. Data collected from Joe's Burger Bar Hotspot
Allowed MAC kst HTTP post to URL:
Blocked MAC list Programmers only URL 10 post 1o (Mips//myserver.com/post.php)
Printer Setup
Upgrade frmware

Registered access data collection permits three data fields to be specified, and has the option to
check the format of the data entered.

In addition to collecting the three data fields, two boxes can be checked to collect the users
computer MAC address and the users web browser type. The collected information is sent to the
email provided in the field below and the email subject can be entered to permit email readers
direct the emails to a different folder.
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Finally a field is available for programmers who wish to write the collected data directly to a server
database. Implementation of this option required the hotspot operator to program a server
application that will listen for information packages and store them in a database.

No personal information is stored on the gateway.

Enter a login token to use this Mot Spot

Name:

Email:

When clicking in "terms and conditions" the user will be redirected to a page with the disclaimer
information. You can see how to edit the disclaimer here.
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Social Media

The Social Media login type allows user to login using Facebook™ to gain access to your network
with an optional feature of requesting e-mail addresses for users without a Facebook™ account.

If you want to support login using the optional e-mail support then before setting the Login Page
to Social Media you need to configure the Email Setup page.

The Social Media access requires the hotspot operator to create a Facebook™ page for the
business.

Additionally you can filter the content based on the age of the user. This allows you to ask for the
date of birth upon logging in and apply filtering to those below a certain age. For this functionality
you need to setup and enable Content Filtering.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Intermet: YES

Setup Wizard 3 | Login Page Settings |
Status The login page is used to display a kogin box to customers before they are allowed 1o

System information use the Intemet.

SOUTREH UM Login page type: Social Media acoess (Using Facebook] :

Usage reports e ; s

Billing reports

Social Media access:

Management

Manage codes Allow guests to log in to the hotspot using their social media account.

Hotspot availabilit Fecebook uses will be asked to "Like” your page and share with friends.

¥ Guests will see your updates on their Facabook page.

Change password

Reboot system You will need a Facebook page to set up access using Facebook. A Facebook page
Advanced Settings ¥ can be created using your personal Facebook account.

Login settings Facebook Page: https:/fwww. facebook.com/

Login messages

Credit Card / PayPal Offer email login option for guests without social media accounts

Disclaimer text

Time Zone S Allow guests to log In to the hotspot using thelr email account. Guest will

Email setup @ ! not be able to share you with friends but you can keap in touch with

Content filter guests and let them know about upcoming promations.

o b | t | heck that i t |

Bandwidth control :-'ﬂn: r;:l?u o enable email and check that you can send out a test emall message fo

Network interfaces '

Wireless settings Email address:

Firewall Your emall address 8.0, meg@my-business.com

Port forwarding

Manitaring / alerting Email subject: o m"&.c"ea e

atianeg e.9. Email collected from My Burger Bar Hotspot

Allowed P list :

Bl d 1P list Filter content based on age (Requires Content Filtering to be Enabled)

Allowed MAL list
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When the user logs in to Facebook™ their username, name and any provided Date of Birth is
displayed on the Usage Report page. If a user chooses to use their e-mail address then their
name and e-mail are recorded instead of there Facebook™ details.

Facebook recently updated their rules for the use of their hotspot login API, now they require that
anyone using the service must have a secure website (https://). A domain name and a
corresponding security certificate will need to be purchased. You have to create a website which
Facebook will check, then put that domain name into the HOSTNAME together with a security
key. Once this is done, you can configure the Facebook login using your URL.
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Unlimited Access

The Unlimited Access mode the user has to agree to the terms and conditions of use.
You can set a timer to determine how long users are permitted access to the Internet.

Internet Hotspot Gateway
GIS-R10

Connected to the Intermet. YES

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Setup Wizard 3 Login Page Settings I
. The login page is used to display a login box 10 customers before they are allowed

System information to use the Internet.
Connected users
Usage reports Login page type: | Urtimited access (Agree 1o disclaimer) ¢)
Billing reports
Management Your business site: -

Or K1 Facebook page —
Manage codes ~ Force user lo visit this web site after login
Hotspot availability
w‘ I Enable timer window: Display pop-up with countdown after login
Mnnoodm 5 Clear MAC at logout: Code can be reused by a different computer
Login messages Inactivity logouttime: ., 10 o minutes, set to O to disable
Credit Card / PayPal Log off inactive users
Disclaimer text
Time zone Dohullloﬁnumo:

Uniess set by code 0 Time In minutes, default (0) Is 24h
Content filter
Bandwidth control
Network nterfaces Xbox auto login: ~ Auto login of Xbox games console
Firewall
Port forwarding Custom login page settings:
Monitoring / alerti
Hostname " © Use wizara: Use the wizard o set up the login page
Mpu Choose e  No fie choson
Allowed MAC list Custom backgrount:  gacaground image must be @ JPEG. max size (s 198k
Blocked MAC list Comgrots e imapo af M. Mocks dynamicdive comimageoptirires’
Printer Setup ’ Choose fle  No e chosen
Upgrade firmware Custom login page: ZIP archive, see manual for Jotalls, max size & 196k
Backup & restore

WARNING: All notspot users will be logged out when settings are changed

Change settirgs
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The legal disclaimer can be customized on the Admin interface.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 | Hotspot Disclaimer |
Status
- The box below contains the disciaimer documant that will be presented to hot
System information spot users when they attempt to use the Internel. You can modify the disciaimer
Connected users 1o suite the needs of your business.
Usage reports - B
Billing reports Intornet Hot-Spat Service Terms and Conditons of Use
Management THIS IS A BINDING LEGAL AGREEMENT. PLEASE READ THESE TERMS AND CONDITIONS OF
|USE CAREFULLY BEFORE USING THIS SERVICE. This Agreement governs your use of this
Manage codes | Service (colectively, the *Service*) and is by anc between COMPANY NAME (referred to
|herein as “we’, “us", or “our*) and you, on behalf of ard sent
Hotspot avadabiity ‘(_m_:- we', “us*, or “our you, on yourselt Sveryone you repre!
Change password
Reboot system Acceptance of Terms
By clk he *accopt d ditons” button to these T
Advanced Settings ¥ |anc Candiions. f you object 10 any of Frese Terms and Conations you Shows 40D USRg
me |this Service immediately.
Login messages Your Obiigations
Credit Card / PayPal

You agree that you will not use this Service for ilegal purposes and wil respect al appicatie
Emm laws ana regulations. You agree not to ImpPair the pertormance of COmpromise the security of
.':.m”. e this Service. You are responsible for configuring your computer 10 access the Services.

Email setup | Access Code (it used)
Content fiter | You are responsible for keeping your sccess code confidential at ail times. i you permit

Dynamic DNS
Bandwidth control Upcate discisimer
Network interfaces

Firewall

Port forwarding

Monitoring / alerting

Hostname

Allowed IP list

Allowed MAC kst

Blocked MAC list

Printer Setup

Upgrade firmware

Backup & restore
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The login page:

i Enter & login token 10 use this Hot Spot.

Connect & agree

You must agree t0 our terms and conditions
10 use this service,
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Edit Disclaimer

The terms and conditions of use is a document contained within the Guest Internet unit that was
drafted by a legal team to remove liability from the Internet service provider in the case that the
guest is using the network for illegal purposes, such as downloading copyrighted material.

The disclaimer is based on Federal laws, however each state, county and municipality can also
draft laws regarding the use of the Internet.

Customers outside the United States may require a completely different document.

By clicking on the Disclaimer text menu option an editing window opens that permits any part of
the disclaimer document to me modified. The company name has already been set to the name
of your business entered during the wizard setup process. Additional clauses can also be added
to the document.

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Setup Wizard ¥ | Hotspot Disclaimer |
Status
The box below contains the disciaimer documant that will be presented to hot
System information spot users when they attempt 1o use the Internel. You can modify the disciaimer
Connected users to suite the needs of your business
Usage reports
Billing reports Internet Hot-Spat Service Terms and Conditions of Use
Mlmnl THIS IS A BINDING LEGAL AGREEMENT. PLEASE READ THESE TERMS AND CONDITIONS OF
USE CAREFULLY BEFORE USING THIS SERVICE. This Agreement governs your use of this
Manage codes Service (colectvely, the *Service*) and is by anc between COMPANY NAME (roferred to
p herein as “we', “us", or “our*) and you, on behalf of yourself and everyone you represent
Hotspot avadability "you")
Change password
Reboot system Acceptance of Terms
vanced Sﬁﬂngl By clicking the “accept terms and conditions® button you agree to be bound by these Terms
Ad ¥ and Congitions. i you object to any of these Terms and Conditions you $hould stop using
Login settings this Service immeciatey
Login messages Your Obiigations
Credit Card / PayPal You agree that you will not use this Service for ilegal purposes and wil respect al appicabie
Disclaimer text aws and reguiations. You agree not to Impair the pertormance or compromise the security of
Time zone this Service. You are responsible for configuring your computer 10 acoess the Sarvices
Email setup Access Code {if used)
Content fier You are resporsitie for keeping your access code confidential at 8il times. f you permit
Dynamic DNS
Bandwidth control Upcate disciaimer

Network interfaces
Firewall

Port forwarding
Monitonng / alerting
Hostname
Allowed IP list
Allowed MAC kst
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
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In the Open Access mode the login is done automatically, however all controls will still be applied

to the user.

Change password

Advanced Settings 3
Login messages
Credit Card / PayPal

Time zone

Email setup
Content filter
Dynamic DNS
Banowidth control
Notwork interfaces

Port forwarding
Monitoring / alerting

Allowed IP list
Allowed MAC st
Blocked MAC list
Pnnter Setup
Upgrade firmware
Backup & restore

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES

Login Page Settings

The login page is used 10 display & login box to customers before they are allowed
10 use the Internet.

Login page type: | Open access (No logn page) ¢)
Your business site:
Or B Facebook page ey

Force user to visit this web site after login

Enable timer window: Display pop-up with countcdown after login
Clear MAC at logout: Code can be reused by a different computer
Inactivity logout time:

Log off 80  Time in minutes, set to 0 to disable
Detault login time:

Unless s&t by code 0 Time in minutes, default (0) Is 24h
Authentication type: MAC and IP address (cefaut) :
Xbox auto login: Auto login of Xbox games consocie
Custom login page settings:

© Use wizard: Use the wizard fo set up the login page

Choose Tie  No file chosen
Custom background:  sacigrouns mage muat be 8 JPEG, max 3ap s 1980
Compress M reago st Wy Mook oy w Armageop

. Choose file  No flle chosen
Custom login page:

210 gretuvn, 200 manusd Ky Golaiy, Max 83w s 198
WARNING: All hotspot users will be logged out when settings are changed

Charge settings
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The GIS units offer three custom login page options:

e Wizard: select 1 of 12 backgrounds during the setup process

e Custom background: upload a JPG image

o Custom login page: login page using customised web page using HTML, JavaScript and

CSS

Guest Internet Solutions
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Internet Hotspot Gateway
GIS-R10

Connected to the Intermet: YES

Login Page Settings

Allowed |P list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore

The login page is used to display a login box to customers before they are allowed
to use the Internet.

Login page type: | Controlied access (Require  login code) )

Your business site: ’
Or Bl Facebook page "o
(. Foroe user 1o visit this web site after login

Enable timer window: | Display pop-up with countdown after login

Clear MAC at logout: | Code can be reused by a different computer

wwm: s0  Time in minutes, set to 0 to disable

Default time:

umo':'u.;m o Time in minutes, default (0) Is 24h
Authentication type:  MAC and [P adcress (defaut) :
Xbox auto login: (. Auto login of Xbox games console

Custom login page settings:
» Use wizard Use the wizard to set up the login page

Chooes e l No fle chosen

Background image must be @ JFEG, max sze ls 106D
Compruas ihe image al htp Mools dynamscarive comAmMageoptmzar

Custom login page Choote file | No Pila chosen

ZIF prohive. see manual K detods, max size s 190k

Custom background:

WARNING: All hotspot users will be logged out when setlings are changed

The login page can be changed at any time by logging in to the unit as admin and then clicking on

the 'login settings' option.
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The wizard login page setup has 12 background options suitable for different businesses.
A thumbnail picture of each login screen was shown during the wizard setup process.

Business Center Church Coffee Bar Conference Room
Hotel Library Marina Motel
Pool Area Sports Bar Resort Restaurant

Internet Hotspot Gateway

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

GIS-R10

Connected to the Internet: YES

Pool area

Sports bar

~ Resort

Setup Wizard ¥ Setup Wizard |
Introduction
Test Internet access START ) Test ) Configure Login Guest SETUP
Conﬁgure hOtSDOt SETUP Wouas g::ﬂsﬂ;: I Branding Control P FinisH
Guest access control LOGIN PAGE BRANDING: Generate the login page used by customers
Status
System information Set login page background:
Connected users 7 n Z
Billing reports sl A -
Sana it Business center Church
Manage codes -
Hotspot availability Res ¢
Change password Library
Reboot system
Advanced Settings ¥

Restaurant

(» Custom background image (Uploaded via Login Settings Page)

A custom background image or login page can be added via the advanced

login settings page after setup.

Enter business information to present to customers:

Business Name:
(max 40 charscters)

test r10
Business Address:

Business City:

Business State:

Business Zip:

Business Phone:

Business Email:

Business Web Site: http://
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Custom Background

A login page custom background can be created in JPG format and uploaded using this feature.
The image size should not exceed 196KB, however it should be made as small as possible so
that the login page loads quickly for the user.

2 Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES
Setup Wizard ¥ I Login Page Settings |
Stakue The login page is used to display @ login box o customers before they are allowed
System information 0 Use the injarmet.
Connected users
Usage reports Login page type: | Controlied access (Require a login codo) ¢)
S veports Your business site:

OrMl Facebook page  "2Y/
(1 Force user lo visit this web site after login

Enable timer window: (| Display pop-up with countdown after login

Clear MAC at logout: (1 Code can be reused by a different computer

Inactivity logout time:
Log off inactive users so  Time in minutes, set to 0 to disable
Default login time:
Uniess set by code ¢ Time In minutes, default (0) Is 24h
Authentication type: | MAC and IP address (default) :
Dynamic DNS Xbox auto login: (1 Auto login of Xbox games console
Bancowidth controt
Network interfaces SUSDS PO DU Sut:
Firewall  Use wizard: Use the wizard to set up the login page
Port forwarding
Monitoring / alerting 3] Custom background: B:unlnlwwcrwv- .
Hostname Jackground image mwrbaq.lPEG. mux sizo is 198kb )
Compress (he image & hitp.Moals dynamicdnive comimageoptimiz oo/
Allowed IP list
Allowed MAC list * Custom login page:  LGBBSRI] Mo e chosen
Blocked MAC list ZIP archive. sou manual for dotads. max size is 106kd
Printer Setup
WARNING: All hotspot users will be out when arec
pot logged settings hanged
e Ao _Change setings |

The background image will be placed behind the login information box and the image contrast will
be reduced to highlight the information box.
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The image can be a composite photo plus logo prepared using an image editor.

bﬁl;_:lu-umh

Connect & agree

You must agres 10 o e a0 Songions
5 uhh s sernee
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Custom Login Page

A custom login page can be created using HTML.

The only requirement to create a login page is knowledge of programming using HTML, CSS and
Javascript. Any web developer can create a login page, you can also contact us for an estimate
value.

- Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES

Setup Wizard ¥ | Login Page Settings

Status

The login page is used to display a login box to customers before they are allowed

System information fo use the Internet.

Connected users : )
Usage reports Login page type: | Controlled access (Requre a login code) ¢
S reporis Your business site: e
Management Or Kl Facebook page AP

ml : Enable timer window:  Display pop-up with countdown after login
PR Sy Clear MAC atlogout: | Code can be reused by a different computer
mx g0 Time in minutes, set to D to disable
m”m;‘"z‘ o Time in minutes, default (0) is 24h

Emall setup Authentication type: | MAC and IP address (default) 8
Content filter

Dynamic DNS Xbox auto login: 1 Auto login of Xbox games console

Bandwidth control

Network interfaces Custom login page settings:

Firewall o Use wizard: Use the wizard fo set up the login page

Port forwarding

Monitoring / alerting o Cuskim backrounc: TN ' e chosen

Hostname Background image mus! be & JPEG, max aize is 190k0 -

1P st Campruss tho image at Apitools. dy wy

Allowed MAC list + | Custom login page: m*lNu file chosen

Blocked MAC list ZIF groivve, seo manual for detels, max sie /s 196k

Printer Setup WARNING: All hotspot users will be logged oul when sellings are changed

e e

The GIS units log in page can be completely customized including: logo, corporate identity,
information about the hotspot or public Internet service and advertising banners.

The login page is uploaded to the gateway as a single zip file, no more than 196KB when
compressed.
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The zip file needs to contain a file called 'login.html' (all lower case, be careful not to call the file
Login.html), it can also contain any other files including: images, HTML, CSS, JavaScript etc.

The login.html file must include the text shown below to locate the login box on the page.
<l--LOGIN-->
Login page sample designs can be downloaded from the Login Page Templates page.

CSS IDs

To customize the login box, there are a few CSS IDs that you need to use:

outer table. ~____~inner_table

e Enter a login token to use this Hot Spot  —

You must agree to our terms and conditions

|
|
|
|
10 use this service |

.

main

outer_table is the grey line around the login box.
inner_table is the background of the login box.

main is the most important, as all the login box codes are held within this, so can be used to
select login box elements with CSS for example:

#main input[namez“data1 n]{}

facebook_button_initial~——_  rssnsses
T i - emai initi
social form - SR e email_button_initial

| Log inusing ** Emat [T

ﬁ } showemail
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social_form is for use when using facebook to select the buttons.
facebook_button_initial is the Facebook button.
fbchkintxt is the text within the Facebook button.
email_button_initial is the email button.

emchkintxt is the text within the email button.

showemail is the box in which the email inputs are shown (Name and Email) when using the
facebook login alternative.

Simulator for testing new login pages

In order to test your login.zip file we have a server application that will emulate a gateway.
If you upload your login.zip to this application first then you'll get feedback about any issues.
To access the application click here

User: test Password: logintest

When you log in you will see a red box in the top right hand corner, click on this box and you will
be able to upload your login.zip file for test.

If there is a problem with your zip file the simulator will tell you, otherwise it will display the page
with the login box.

When your login page has been tested you can login to the gateway admin page, click on
ADVANCED SETTINGS and then click on LOGIN SETTINGS. The last option in the list is
CUSTOM LOGIN PAGE. Use this option to upload your zip file.
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Login Page Templates

We offer a range of free templates that can be uploaded to your GIS unit and be used in any
Login Page Type.

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/loginpagetype

Choose below the layout that best suits your business, download it and edit the information
needed with basic HTML and CSS:

Download template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customlo
ginpage/templates/basic.zip

Download template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customlo

ginpage/templates/pattern.zip
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Download template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customlo
ginpage/templates/pink spa.zip

Download template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customio
ginpage/templates/relax.zip
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Download template here

https://www.gquest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customlo
ginpage/templates/science.zip

Download template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customio
ginpage/templates/water.zip
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Download multilingual template here

https://www.guest-
internet.com/docs/en/admininterface/advanced/loginsettings/customloginpages/customlo
ginpage/templates/multilanquage.zip
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Login Messages

All messages displayed
on the login pages can
be modified.

Setup Wizard ¥
Status
System information
Connected users
Usage reports
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings ¥
Login settings
 Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Email setup
Content filter
Dynamic DNS
Bandwidth control
Network interfaces
Wireless settings
Firewall
Port forwarding
Menitoring / alerting
Hostname
Allowed IP list
Blocked IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
Cloud Management

Guest Internet

WI-F1 SPO

O

Solutions

Internet Hotspot Gateway

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

GIS-R10

Connected to the Internet: YES

Login Page Messages

The login page is used to display a login box to customers before they are allowed to

use the Internet. The following messages will be displayed to the customer.

Access g
Displayed at login
(HTML may be used)

Access Message:
Login button text

| :

Submit

Access

Terms of usage?ext
(HTML may be used)

You must agree to our <a href='/disclaimer.cg’
target="_blank' id="termslink'> <u>terms and P

Access

Hotspot dlsablea
(HTML may be used)

Access Message:
Facebook check in
(HTML may be used)

Access Message:
Facebook Redirect
Message

(HTML may be used)

Access Message:
Email log in
(HTML may be used)

Login Message:
Use Internet button

Sorry, this hotspot is not enabled. <br/> <br/>Please try
Iater. P

Check in with <img src="/images/fb.png'>

Redirecting to Facebook for login

Log in using <img src='fimages/e.png’> Email

Click Here

in
Use Internet text
(HTML may be used)

To start using the Internet.

Logout
When login expires
(HTML may be used)

Logout Message:
Logout button text

Timer Message:
Timer window text
(HTML may be used)

Timer Message:
Timer window logout
(HTML may be used)

Sorry, the time is up...<brf>Please purchase mare
time<br/>to continue using the Internet. P

Lagout

‘You will remain connected for

[Leave this window open.<br/>Click Logout when you ar
|dene. P

MAC
Allowed MAC Message
(HTML may be used)

Logout Message:
Text after logout
(HTML may be used)

Logout Message:
Close timer window

‘You have been logged out. Thanks.

Close window

Error ge:

When no Internel
(HTML may be used)

Sorry, no Internet access. <or/> <or/>Please try later.

Error ge:
When MAC is blocked
(HTML may be used)

Sorry, you have been blocked. <br/> <br/>Please speak
a member of staff. P

Error ge:

When IP is blocked
(HTML may be used)

Sorry, the web site you tried to access has been blocked. ‘
)

Error ge:

Blocked due to P2P
(HTML may be used)

Sorry, you have been blocked for using peer-to-peer fil
sharing software.<br/><br/>Please speak to a memoer

Error :
Other problem
(HTML may be used)

There is a problem with this hot spat.

Error :
Login code invalid
(HTML may be used)

The pass-code you entered is <b>not valid</b>, press
the back button and try again. 4

Error :
Login code in use
(HTML may be used)

The pass-code you entered is <b>in use<fb>, please gi
a new pass-code. /,

Error
Code limit exceeded
(HTML may be used)

The pass-code you entered has <b>exceeded its data
limit<fb>, please get a new pass-code. P

Error ge: . =
LQQETI code expined ;Eteap:zi:;:ggiou&:nteleu has <b>expired</b>, pleas ’
{HTML may be used) &

Error Message:
Login text box empty

Error Message:
Login email invalid
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Other than a great way to promote your company, this is very useful if the hotspot is being setup
in a non-English speaking country permitting interaction with the users to be in the native
language.

Access Message 1: When the Controlled Access mode is selected this message is displayed in
the login box shown on the login page.

Access Message 2: This message appears on the button in the login box.

Access Message 3: When the Unlimited Access mode is selected this message is displayed in
the login box shown on the login page.

Access Message 4: When the Hotspot Availability mode is enabled this message is displayed in
the login box shown on the login page when the hotspot is inactive.

Access Message 5: When the Social Media mode is selected this message is displayed in the
login box shown on the login page.

Access Message 6: This message is displayed when redirecting to Facebook ™.

Access Message 7: When the Reqistered Access mode is selected this message is displayed in
the login box shown on the login page.

Login Message 1: This message is displayed on the button after the Access Code has been
successfully entered.

Login Message 2: This message is displayed below the button with the Login Message 1.

Logout Message 1: This message is displayed in the timer box when the Access Code time has
expired.

Logout Message 2: This message is located inside the button of the timer box.

Timer Message 1: This message is shown at the top of the timer box.

Timer Message 2: This message is shown at the lower part of the timer box.

MAC Message: This message is shown to users that are on the allowed MAC list.

Logout Message 3: This message is shown in the timer box after logout.

Logout Message 4: This message is shown at the lower part of the timer box after logout.

Error Message 1: This message is displayed in the login box when there is no Internet
connection.

Error Message 2: This message is displayed in the login box when the user has been blocked
due to violation.

Error Message 3: This message is displayed in the login box when the web site the user is trying
to access has been blocked.

Error Message 4: This message is displayed in the login box when the user has been blocked
due to the use of file sharing software.
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Error Message 5: This message is displayed in the login box when an operational error has been
detected.

Error Message 6: This message is displayed in the login box when the access code is not valid.
Error Message 7: This message is displayed in the login box when the access code is in used.

Error Message 8: This message is displayed in the login box when the access code has
exceeded its limit.

Error Message 9: This message is displayed in the login box when the access code expired.
Error Message 10: This message is displayed in the login box when the login text box is empty.

Error Message 11: This message is displayed in the login box when the email address provided
by the user is invalid.

Credit Card / PayPal™

The credit card billing feature allows you to sell Internet access by charging your customers'
credit card.

The feature requires you to have a valid business account with PayPal™, a personal account
cannot be used to charge credit cards.
Your customers do not need to have a PayPal™ account, they can pay with credit card.

Before continuing with the billing setup you need to configure the Email Setup.

In order to comply with PCI DSS (Payment Card Industry Data Security Standards) directives,
GIS products do not store any part of the credit card information provided by the user.

A log is maintained that has a transaction ID. If you need additional information it is necessary to
log into your PayPal™ business account and use the transaction ID to obtain additional
information about the transaction.

Guest Internet Solutions does not make any additional charge for credit card processing.

The GIS gateway functions identically to a Point of Sale (PoS) terminal. Credit card charges are
the sole responsibility of the hotspot operator, who is referred to as the ‘merchant’ in all
transactions.

Currently this feature is available in all of our product models, except GIS-R2.
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Setup Wizard 3
Status

System information
Connected users
Usage reports
Billing reports

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Credit Card and PayPal Payments

PayPal can be used to charge for Internet access, Users can
pay with their PayPal account or a credit card, users do not
need a PayPal account to use a credit card.

PayPal

In order to set up credit card payments you must open a PayPal Business
account and obtain some API credencials. There is no cost to open a business
account but PayPal will charge a commission on every transaction.

Click to open a PayPal Business account and see transaction charges.
To create an AP signature with your PayPal Business account:
1. Log in to PayPal, then ciick Profile under My Account.
2. Click My selling tools.
3. Click AP1 Access.
4. Click Request API Credentials.
5. Check Request API signature and click Agree and Submit.
A hotspot owner name, emall address and SMTP server must be set up If you

want to receive customer and payment details, please set this up via the Email
setup page. Customer details are not stored on this device.

Enable PayPal payments:

PayPal Business account and AP settings: Provided by PayPal
PayPal AP| Username:
PayPal API Password:
PayPal AP| Signature:
Payment Currency: U.S, Dollar (USD) :

Payment Limits: Setimitby imeonly ¢

Se‘ect time & cost

g
e oo 0000000
8888388883838

$ Users / devices sharing a code

Purchase Prompt:

(HTML may be f) Purchase token with PayPaistrade;

Purchase Message:
To help with payment
(HTML may be used)

Payments can be made with either 8 Crect Card or &
PayPaiBirace; sccount. Time cannot be paused (saved

Cancel Message: [bitie. o Ju |
(HTML may be used)

Double Bill Message:
(HTML may be used)

A login coce purchased with your account less than an |
nour ago has not yet been used. Your code is

[Thari you, your sccount has been biled. A

ccess 3
(HTML may be used) |contrmation em has been sent to the agaress you

Login Message:
(HTML may be used) -0 " Usma code

Cust Email Subject:
Customer Email:
%c = Code

%v = Valve

%i = Transaction ID
%d = Date

Confirmation of Hotspot peyment using PayPal
Thank you for using our hotspot U
Your login code is: %¢

Detsils of payment:
Valve: v

Confirmation of Hotspot payment using PayPa

Owner Email.
%c = Code
A payment has been made usng PayPa’, the Cetals )
%v = Value
A n
%n = Customer Name ~ Hotspot 10: %h
%e = Customer 2:‘“’"‘:"’":‘
%d=D sstomer Emait
%h = Hotspot ID
Receive Error Emails: With details of transaction & payment issues

Email settings must be updated before emails can be delivered

WARNING: All hotspot users will be logged out when settings are changed
Crange settngs

The PayPs name and the PayPal logo ave regsterss rasemanes of PayPal inc
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PayPal™ Setup: Step 1:
Creating an API signature with your PayPal™ Business account:
1. Log in to your PayPal™ account, then click Profile and Settings
' Summary  Moosy  Ace e [ Mo ] Pro!
2. Click My selling preferences
' Summary  Moosy  Ace e T Mo ] Pro!
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3. Click API access

' Summary  Mooey Aoty Flepois  Toos v Mose o £ ©rove [ Legowm
My Profile
My busress s » Wy tarees tvp oo (o e Socat ey tarea b s
e mvven e s g
e Satng cotne
e y  Pepasm Matage rey pomyreet tusizen. scam
Lo moares srm N
ot e e Wt o my s 3 4 sepmrs oo sttwrrts LOMC -
My oo settmgs » et VIR P —— crer
Nebataa aamre O
tacars gretwcar D03 Comtcrams tacd 1o T wcate e fiwy g W -
My sobing zevteemacen » Pmp
et it (e
o= Corbinon 0 oy et comvrare e e P = |
[— oy ot mareg Ty @ on -
G 3t ar manapny ik
o o cteneets Mniage s urmcrgaae awrate paments sa -

retarrorr care e ase ry coemer

et prert resrn terate P ey AT N T et .
e Lt parrents. 508 eamctons o o e
G srice rmenae Parizcae c e wecs mesmme s
e ]

D csvance

Fren aismt o Mocw £eatane 1o De mtreaic wy Cakiaied i o bt ocese
Eronypes caprers witse Parfs i wrgeage wiodey  Sethe reputatan rste

4. Under NVP/SOAP API integration click Request API credentials

' Summary  Mooey  Acily  Fepots  Toos Mo v {1 ©rrote [ Lgom
faen e Ftn
APl access

To st up Paryal an yoor webalie, you'E seed 1o wne APT crodustisls of 1o grast AP ncoess 19 8 Uhnd party wia perssiasions. The AP! (g ancn Pragranmeng Ieticel
Hows PR K0T 1D COMMUICHE M) yOu Orine STOS O 900G Car.

How 18 PayPi et Up e your watsite?

Pre-Dun payment sabstion
WouS ¥ U 3 HH-DRITY ECOAYTIENTR SORION, e MaQanto O SAOpf. 40r Shoppng Sarms and Crne ses whers e Pyl cayTment prcessor s et

o Grwt A paemane
o A1 ece AP carressons

Brnireree 50K Iresgratcn
Brartree SOK it powsesd by Bramtse, o PayFal sevios. These 8asy-104ntegrane SOKs Mow Y0 1 300601 DIFTHIS ¥ia PayPas 0N your wsbein and 7aive moDle 3008

Poc et SOK Coatmertate

NVPISOAP AP Intngration
Yo o yrar heemioper rngrat NVPSOAP (o7 “Glamsc') AP thrt s yT 19 ASHER fEymerts v Pry@s.

[P AP

your A
Fratie Txpmees Cowcnnt 1 A0 BEATIONEs YO yOur Oriinw FIr <GP s YU C37 wet LS APY DerTTeescm or Credeetids ot
Questons?

50U 10 70t 500 BDOGE 38N UD APTS. 28K pOUF STODDIG G POV Of Welslie JeVeo0N. LasT) one BbOUE PasPal APY cONCeons and tenmeeciogy.

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved 120



Guest Internet Product Documentation @ Guest Internet Solutions

5. Select Request API signature and click Agree and Submit
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6. You can click Show to see your APl Username, API Password and Signature. Click Done
to save the API signature
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A hotspot owner name and email address must be configured for PayPal™ credit card billing to
work.

The email must be configured and tested via the Email Setup page before the PayPal™ credit
card processing is configured.
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PayPal™ Setup: Step 2:
Go to the Credit Card/PayPal section of your admin interface:
o Check the Enable PayPal payments checkbox.

e The PayPal Business account and API settings section must be filled with the
information acquired on Step 1

e Select the currency you want to use on the Payment Currency drop down menu

e Select how you want to set limits (time, data or speed) on the Payment Limits drop
down menu

¢ Payment Message is the message the guest is going to see on the login page, before
selecting a option

o Payment Options: enter up to ten (time,data or speed and cost) parameters using the
drop down menu. These are the Internet access packages that will be offered to users.

o The Code usage option allows you to select how many users or devices are permitted to
use the code.

The boxes below the payment settings are the messages shown on the user's computer screen
to indicate success or failure of the purchase.

Two message boxes at the bottom of the page show the format of the messages sent to the
hotspot user and to you. Take care if changing these messages.

There is a final check box Receive Error Emails:

When a transaction does not complete then it is not necessary to receive a message about this in
most cases. However you might wish to be notified when an error condition occurs, for example if
the credit card is declined. The purchaser will also receive an email notification.

A complete transaction record is provided by the PayPal™ business account, and the information
can be downloaded and imported into popular accounting programs.
The GIS gateway also stores a report summary in the section Billing Reports.

M3F8RT
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Email Setup

The Email server permits sending messages to the Hotspot owner. The Monitoring and alerting
feature can send a failure message to the Hotspot owner. Some login options can send user
information to the Hotspot owner.

The Email server can be configured to use the SMTP server that is provided by the ISP.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Sotup Wizard 3 | Email Setup |
Status
: - Email setup Is not necessary for the operation of the hotspol, emalls are however
System information sent from the hotspot when payment are made by credit card, when
Connecled users mondoring/alerting is enabled or when login notifications have been requested
Usage reports
Billing reports SMTP Server:
nagement Provided by ISP smtp.gmad.com
o (eg mail belisouth.net)
Manage codes
SMTP Server Port: s87  (Usually 25)
= SMTP Uk !
Change password sername:
Reboot system (Usually not required)
SMTP Password:
Advanced Settings 3 (Usually not required)
'i°°'" settings Use SSL Encryption: (Usually not required)
0gin massages
Hotspot owner name:
Credit Card / PayPal Will appear in emais
o Hotspot owner emall:
Time zone Valid emal address
Email setup
Content fiter Update emal settings
Dynamic DNS
Bandwidth control . »
Send Test Emaill: Check SMTP server and connectivity
Network interfaces
Firewal Send to Email address:
Port forwarding
Monitoring / alerting Upcate and send test emal
Hostname
Allowed IP list Google's Gmail can be used lo relay emaids from this gateway. To use
Allowed MAC fist Gmail you will need a Gmail account. Set the SMTP Server 1o
smtp.gmail.com, the SMTP Server Port to 587, provide your Gmail
Blocked MAC list Username and Password and select Use SSL Encryption
Printer Setup
Upgrade firmware
Backup & restore

Alternatively the Email server can use one of several different email services: Outlook, Gmail,
AOL, and Hotmail.

Outlook
e SMTP Server: smtp-mail.outlook.com
e SMTP server port: 587
e SMTP username: your outlook email address
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Aol

SMTP password: outlook password

Use SSL Encryption: Select

Hotspot owner name: The name you want to appear in emails
Hotspot owner email: Your email address

SMTP Server: smtp.gmail.com

SMTP server port: 587

SMTP username: your gmail email address (excluding @gmail.com)
SMTP password: your gmail password

Use SSL Encryption: Select

Hotspot owner name: The name you want to appear in emails

Hotspot owner email: Your email address

If you receive error message 534 or similar you may need to allow access to less secure
apps at the bottom of this page:

https://myaccount.google.com/security?pli=1

and unlock google captcha:
https://accounts.google.com/displayunlockcaptcha

If you have opted-in to 2-step, there is no longer a specific setting to "allow less secure
apps". What you should look for is "App Passwords" found under Sign-in and Security
settings here:

https://security.google.com/settings/security/apppasswords

SMTP Server: smtp.aol.com

SMTP server port: 587

SMTP username: your aol email address

SMTP password: your aol password

Use SSL Encryption: Select

Hotspot owner name: The name you want to appear in emails
Hotspot owner email: Your email address

Windows Live Hotmail

SMTP Server: smtp.live.com

SMTP server port: 587

SMTP username: your Windows Live Hotmail email address
SMTP password: your Windows Live Hotmail password

Use SSL Encryption: Select

Hotspot owner name: The name you want to appear in emails
Hotspot owner email: Your email address

If your email provider is not listed click here.
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Content Filter
Content filtering ensures that Internet surfing is family friendly.

Any attempt to access sites that have undesirable content (e.g. adult sites) for viewing in public
places such as hotel lobbies,libraries or schools is blocked; providing the web sites are being
viewed using domain names rather than IP addresses.

Guest Internet Solutions partners with a 3rd party content filtering service, OpenDNS, who
maintains a current list of web sites to block.

For more information please go to the OpenDNS Website:
http://www.opendns.com/

Before the GIS content filtering service can be used an account must be created with OpenDNS.

2 Internet Hotspot Gateway
Guest Internet Solutions BN
WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES
Setup Wizard 3 | Content Filter ]
" Web content filtering Is provided through our partner,
System information OpenDNS. OpenDNS is the leading provider of free
Connected users security and infrastruciure services that make the openDNS
Usage reports Internet safer through integrated Web content filtering,
anti-phishing and DNS. OpenDNS services enable
Billing reports consumers and network administrators to secure their networks from online
Management threats, reduce costs and enforce internet-use policies. OpenDNS is used by
milions of users and organizations around the world
Manage codes
Hotspot avalability In order 10 use this service you will need 1o open and set up an OpenDNS account.
Change password Please refer to our manual for detalled instructions on how to do this.
Reboot system
Advanced Settings ¥ Enable OpenDNS
Login seftings OpenDNS Username:
Login messages OpenDNS Password:
Credtt Card / PayPal
Disclaimer text Update Contert Filter
Time zone
Emal setup
Content filter
Dynamic DNS
Bandwidth control
Network interfaces
Firewall
Port forwarding
Monitoring / alerting
Hostname
Allowed P Iist
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
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Dynamic DNS

The Dynamic DNS is used to access the gateway remotely when the DSL or Cable Internet
service has a dynamic IP address setting.

The gateway is located using the services of DynDNS (http://www.dyndns.com/).

The Dynamic DNS setting requires an account with DynDNS. When the box is checked to enable
the DynDNS the DynDNS hostname, username and password must be entered.

Subsequently, the DSL or cable router can be located using the hostname URL which is resolved
to an IP using the DynDNS server.

. Internet Hotspot Gateway
 Guest nternet Solutions

Connected to the Intemet: YES

-. By
.

V¥l

Setup Wizard ¥ | Dynamic DNS Update |

Status

) . Dynamic ONS is provided through our partner,
System information DynDONS.com. DynDNS allows you to set up a hostname  Powared by ( Dyn
Connected users ke example.dyndns.org which can be used o connect
Usage reports to the GIS device for remate managament and monitaring.

Biing reparts In order to use this service you will need to open and set up a DynDNS account.
Management ease refer to our manual for instructions on how to do this.
g Pl fer b | for instruct how to do thi

Manage codes

Hotspot avallability Enable DynDNS:

Change password DynDNS Hostname:

Reboot systam DynDMNS Username:
Advanced Settings ¥ DynDNS Password:

Login settings
Lagin messages
Credit Card / PayPal
Disclaimer text

Time zone

Email setup
Content filter
Dynamic DNS
Bandwidih control
Mebwork interfaces
Firewall

Port forwarding
Monitoring | aleding
Hostname

Allowed IP list
Allowed MAC list
Blocked MAC list
Printar Setup
Upgrade firmware
Backup & restore

Update DynDNS settings
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Bandwidth Control

The bandwidth control prevents users with large bandwidth applications from slowing users who
have low bandwidth applications by setting a maximum download and upload speed limit.

Both upload and download speed limits are required because Internet connection speeds vary
with the download bandwidth available usually a higher than the upload bandwidth.

Both download and upload speeds are set by clicking on each dropdown menu and selecting the
desired speeds. When the speeds have been selected then click on Change Settings for the new
speeds to take effect.

If upload and download speed settings have been selected with the Access Codes, then those
speed settings will override the bandwidth settings on this page. This permits a slow free Internet
service to be provided, while a charge can be made for a fast Internet service.

Similarly, if upload and download byte limits have been selected with the Access Codes, then
those speed settings will override the bandwidth settings on this page.

. Internet Hotspot Gateway
 Guest Internet Solutions GIS-R10

Connected 1o the Internet: YES

Setup Wizard ¥ I Bandwidth Control
Status
. Bandwidth control is used to imit the data rates (speed) at which guests can
System information upload or download from the Intemet as well as the total data transfermed
Connected users
Usage reports Default speed limits:
Billing reports
Management Download speed: Unlimited  §
Manage codes
Hotspot availability Upload speed —8
Change password
Reboot system Speed limits can also be set for individual guests when using Controlled access

mode. This is done by setting speed imits for the guest’s n code
Advanced Settings 3 i l ¢ e
Login settings Default data limits for login session:
Login messages
Credit Card / PayPal Downioad limit: Unarnced
Disclaimer text

Time zone Upload kmit: Unimited :
Email setup

Content filter

Data limits can also be set for individual guests when using Controlled access
Dynamic DNS mode. This is done by setting data limits for the guest’s login code
Bandwidth control

Network interfaces Crange settings
Firewall

Port forwarding
Monitoring / alerting
Hostname

Allowed IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
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Network Interface

Most network designs follow simple rules: the Internet router is a ‘DHCP server’ and all
computers are ‘DHCP clients’. Some networks however require special configurations.

Your Internet connection may require that all computers and network devices be configured with
‘fixed IP addresses’.

The Network Interfaces menu option is selected to change the device configuration for non-
standard networks.

When configuring the Guest Internet product for a non-standard network configuration, the help of
a network specialist may be required, as there are many configuration options.

One mistake may prevent the Guest Internet product from functioning correctly. In the worst case
a configuration mistake might prevent you from communicating with the Guest Internet products
and you will be locked out. In this case the only course of action is to reset factory defaults and
start again.

WAN

LAN

. WAN |

-~

Use DHCP 3 Uncheck for fixed IP

IP Address 192.168.0.2 DNS 1 105801
Netmask 255.255.255.0 DNS 2

Gateway 192.168.0.

Hardware

Upgate Settings

The WAN tab (Wide Area Network)settings are for the gateway unit Internet port.

The DHCP box checked for default configuration. In this case the DSL router or cable modem
provides the IP address for the gateway.

Your Internet connection may require setting the unit to a fixed IP. In this case the Use DHCP box
is unchecked and the three IP addresses shown must be typed in manually: IP_Address, Netmask
and Gateway.

LAN
L WAN | AN
Interface settings: DHCP server settings
IP Address 192.168.96.1 Start IP 192.968.96.10
Netmask 265.256.240.0 End IP 192.968.111.254
Hardware 10817 : Lease time 86400

Update Settings
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The LAN tab (Local Area Network) shows the settings used for the LAN ports on the gateway.

The LAN ports are always a DHCP server and provide IP addresses for devices connected to the
LAN ports.

Computers connected to wireless access points request an IP address from the gateway LAN
ports.

The LAN Network Interfaces configuration permits you to set parameters that will improve the
service for your guests. For example you can set a limit on the number of guests that can connect
to the gateway unit simultaneously:

Click on the LAN tab (network interface). You will see the IP range start and IP range end.
The IP range is set for a maximum of 240 users connected (see the last digits of the IP
addresses, 250 — 10 = 230). Obviously this number is higher than a DSL line can support.

A good value to limit the number of guests is between 20 for a standard DSL line and 50 for a
very fast DSL line.

You can set the maximum number of users to 25, for example, by changing the last 3 digits of the
IP range end, from 240 to 35. The number of users is determined by subtracting the IP range
start from the IP range end (in this case 35 — 10 = 25 users).
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Single WAN
’ Internet Hotspot Gateway
Guest Internet Solutions GIS-R2
WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES
Setup Wizard ¥ | Network Interface Setup
Status Change these settings to alter the network interfaces. Choose the intertace to
System information change from the list below. The icons <3 and | indicate whether the interface is a
Connecied users wired of wireless interface. A reboot of the device will be required once the changes
have been made
Usage reports
Manage codes
Hotspot avallability Use Uncheck for fixed
Cha pHCP P DNS1 105901
nge password » :
Reboot system Ailoon 10296802 DNS 2
Advanced Settings ¥ Netmask 2552552550 e
Login settings Gateway 192.988.01
Login messages Hardware 00.02:6187:04¢
Disclaimer text
Time zone Upadate Settings
Email setup
Content filter
Dynamic DNS
Bandwidth control
Firewall
Port forwarding
Monitoring / alerting
Hostname
Allowed IP list
Allowed MAC list
Blocked MAC list
SSL centificate
Upgrade firmware
Backup & restore
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Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Setup Wizard 3

Status

System information
Connected users

Network Interface Setup |

Change these settings to alter the network interfaces. Choose the interface to
change from the list below. The icons S, and | Indicate whether the interface is a
wired of wireless interface. A reboot of the device will be required once the changes

have been made.

Biling reports
Management
Manage codes
Hotspot avallability
Change password
Reboot system
Advanced Settings 3

Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone

Email setup
Content filter
Dynamic DNS
Bandwidth control
Firewall

Port forwarding
Monitoring / alerting
Hostname
Allowed IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore

L WANT | WANZ | N
Use DHCP @ Uncheck for static

Netmask
Gateway 192168.2)
Hardware 00:0a:b817:0c:08

Update Settings

IP Address 192168.2.105 DNS 1
255.255.255.0 DNS 2
Only DNS 1 s necessary

192%8.21
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Quad WAN

Internet Hotspot Gateway

Guest Internet Solutions GIS-R80

WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES

Setup Wizard 3 | Network Interface Setup

Status Change these settings to alter the network interfaces. Choose the interface to
System information change from the list below. The icons S and | indicate whether the Interface is a
Connected users wired of wireless interface. A reboot of the device will be required once the changes

Usage have been made.

Billing reports S| g | e | e | | e | s | e
Management

Manage codes Use DHCP @ Uncheck for static

Hotspot availability IP Address 192158.2.105 DNS1 19218329
Change password Netmask  255.255.255.0 DNS 2

Reboot system Gateway  192168.2.1 Only DNS 1 Is necessary
Advanced Settings 3 Hardware 00:0¢:b817-0c98

Login settings

Login messages Update Settings
Credit Card / PayPal

Disclaimer text

Time zone

Email setup

Content filter

Dynamic DNS

Bandwidth control
- Network interfaces |

Firewall

Port forwarding

Monitoring / alerting

Hostname

Allowed IP list

Allowed MAC list

Blocked MAC list

Printer Setup

Upgrade frmware

Backup & restore
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Products with a wireless interface (GIS-K1/GIS-K3) have three tabs on the network Interface

page
[ ]

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

WLAN: the wireless interface

WAN: the Ethernet port that connects to the Internet via the DSL router

LAN: The Ethernet ports that are fire-walled for PoS computers

The screen shows the WLAN (Wireless local area network) IP settings. This interface is always a

DHC

P server.

The WAN (wide area network) configuration is identical to other gateway products, it can be
configured as a DHCP client, or with a fixed IP address.

Internet Hotspot Gateway

Guest Internet Solutim]s GIS-K1

WI-FI HOTSPOTS MADE EASY

Setup Wizard 3

Status

System information
Connected users
Usage reports
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings 3
Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Emall setup
Content filler
Dynamic DNS
Bandwidth control
Wireless settings
Firewall
Port forwarding
Monitoring / alerting
Hostname
Allowed P list
Blocked IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
Cloud Management

Connected to the Internet: YES

Network Interface Setup

Change these settings 1o alter the network interfaces. Choose the interface to change
from the list below. The icons \ 4 and ; Indicate whether the interface is a wired of
wireless interface. A reboot of the device will be required once the changes have been
made.

Interface settings: DHCP server settings:

IP Address 192.168.112.1 Stant P 192.168.112.10
Netmask  285.255.240.0 End IP 192.168.127.250
Hardware 00:22:3%:24:551% Lease time 86400

Update Settings
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The LAN (local area network) IP settings are configured as a DHCP server. Care should be taken
if the LAN IP address is modified: the isolating firewall is valid only for the private address ranges
192.168.x.x, 172.16.x.x and 10.x.x.x. The firewall will not function for other IP (public) address
ranges if selected using this page.

Products that have a wireless interface (GIS-K1, GIS-K3) also have an additional menu page for
wireless settings.

There are two configuration options: Name (SSID) and Channel. The menu page is shown below:

Internet Hotspot Gateway

Guest Intemet Solutmns GIS-K1

Vi-FI HOTSPOTS MADE EAS Connected to the Internet: YES

Setup Wizard 3 [ Wireless Interface Setup

Status Change these settings to alter the wireless interfaces. Choose the interface to change
System information from the iist below. You will have to reboot this device after making any changes
Connected users
Usage reports
Billing reports Enable WiF| a

Management Name (SSID) Cottoo Shop
Manage codes Channel 1-24122 ¢
Hotspot avallability
Change password Update Settings
Reboot system

Advanced Settings ¥

Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone

Email setup
Content filter
Dynamic DNS
Bandwidth control
Network interfaces
Wireless settings
Firewall

Port forwarding
Monitoring / alerting
Hostname

Allowed IP list
Blocked IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore
Cloud Management

) wian
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The Name (SSID) (Service Set IDentifier) is the name that is broadcast by the wireless

transmission. Any laptop computer within range of the transmission will detect and show the SSID
of the K1 and K3 units.

The channel can be selected to avoid conflict with adjacent transmitters if there is more then one

hotspot at a location. It will be necessary to use laptop identification software, to identify the
channel number of adjacent transmissions.

GIS Default IP Ranges

The LAN ports are always a DHCP server and provide IP addresses for devices connected to the
LAN ports. The table below displays the range for each LAN port on the GIS unit:

LAN1 192.168.96.10 LAN2 192.168.112.10

LAN1 End 192.168.111.254

LAN3 192.168.128.10
LAN3 End192.168.143.250

LANS 192.168.160.10
LANS5 End192.168.175.250

LAN7 192.168.192.10
LAN7 End192.168.207.250

LAN2 End 192.168.127.250

LAN4 192.168.144.10
LAN4 End 192.168.159.250

LANG 192.168.176.10
LANG6 End 192.168.191.250

WLAN 192.168.112.10
WLAN End 192.168.127.250

If you are setting an static IP, please use an IP address outside the DHCP pool, but within
the same subnet:

This should be used when setting up an access point in bridge mode.

LAN1 192.168.96.2
LAN1 End 192.168.96.9

LAN3 192.168.128.2
LAN3 End192.168.128.9

LANS5 192.168.160.2
LAN5 End192.168.160.9

LAN7 192.168.192.2
LAN7 End192.168.192.9

LAN2 192.168.112.2
LAN2 End 192.168.112.9

LAN4 192.168.144.2
LAN4 End 192.168.144.9

LANG6 192.168.176.2
LANG6 End 192.168.176.9

WLAN 192.168.112.2
WLAN End 192.168.112.9
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The gateway has a firewall that provides several features:

Remote Management

Blocking Private IP address ranges

Blocking of virus DoS attacks

Blocking of peer-2-peer file sharing

Blocking of routers

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

SSL
. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES
Setup Wizard ¥ Firewall
Status The firewall settings control remole access 1o this management interface and also
System information block guests from accessing your private network,
Connected users Allow this device 1o be managed via the Intemet. This setting will allow access o the
Usage reports device via the WAN port. You may still have to forward a port through your router to
Billing reports reach the device
Allow remote management:
- - Select management port: 80
Manage codes Use HTTPS(SSL) for management:
Hotspot availabiity
Change password Block the guests using this device from accessing private networks this device is
connected 1o. This setting will stop guests from accessing your company network or
Reboot system 3 :
router settings. All packets to private |P ranges 192.168.0.0/16, 172.16.0.0/12 and
Advanced Settings ¥ 10.0.0.0/8 will be dropped. .
Loofn settings Block private IP ranges:
Login messages Block guest computers from siowing this device with DoS (Denial of Service) attacks,
Credit Card / PayPal Trojans, Worms or Viruses. If left unprotected a malicious or Infected computer could
Disclaimer text consume all the resources of the gateway. Leave this feature enabled unless you
Time 20ne experience issues connecting to this device.
Email Block DoS attacks:
Content filter Block guests from sharing their Intemet access by setting up a router on the LAN or
Dynamic DNS WLAN ports or using phone tethering. This option may not work with some legitimate
Bandwidth control network devices (e.g. WiFi access points). These should be set up as a bridge.
Network interfaces Block routers:
Wireless settings Block guest computers from sharing fles using peer-to-peer networks like BitTorent,
- Firewal N ] FastTrack (Kazaa) and Gnutella (LimeWire), Guests sharing files will be blocked for the
",';;{,&;;,],,{g selected time. Permanent blocks will need to be removed manually by accessing the
Monitoring / o Blocked MAC list. All timed blocks will be removed If the gateway reboots.
Q/ Sariing Block P2P file sharing:
Hostname Select block time: Smns ¢
Allowed 1P list
Blocked IP list WARNING: All hotspot users will be logged out when settings are changed
Allowed MAC list
Blocked MAC list R S
Printer Setup
Upgrade firmware
Backup & restore
Cloud Management
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Remote Management

The Remote Management permits administrator login access via the Internet port to allow remote
management of the gateway by opening the HTTP/HTTPS port.

By clicking the box to activate Internet port access the admin login is available on the Internet port
by typing a fixed IP address into the browser.

The gateway can be administered from anywhere on the Internet providing that the business
network has a fixed IP address and the business router has port forwarding.

Port forwarding is required from a device that owns the public facing IP address to a device that
has a private (NAT) IP address.

If the GIS device gets a public IP then no port forwarding is required, if it gets an IP address in the
range 192.168.X.X, 172.16.X.X, or 10.X.X.X then packets need to be forwarded for TCP port
80/HTTP (and 443 for HTTPS/SSL) on the public facing device to the GIS unit.

Blocking Private IP address ranges

Blocking Private IP address ranges prevents public Internet users accessing business computers
in the network that the Internet (WAN) port is connected to.

This option is selected by default to ensure compliance with the recommendations of PCI DSS

Blocking of virus DoS attacks

Blocking of virus DoS attacks blocks any computer infected with a software virus or Trojan that is
sending out a packet stream as part of a DoS (denial of service) attack.

If the computer is permitted to connect to the Internet then the service will become very slow for
all users.

Therefore the default setting is to block infected computers.

Blocking of peer-2-peer file sharing

When"block P2P file sharing" is selected, it blocks any computer that has active torrent file
sharing software.

By activating the P2P (peer to peer) blocking service the business can prevent any computer with
P2P software from connecting to the Internet. A drop down menu permits the offending computer
to be blocked for a period of time, or permanently.

We recommend that permanent blocking should be selected as a malicious user who is
reconnected can use an encrypted service to share files, and encrypted communications cannot
be detected.

Blocking of routers

Blocking of routers prevents the users from connecting a router and sharing their single use
access code with multiple devices.
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Port Forwarding

Port forwarding permits a computer on the WAN side of the gateway to connect to a device on

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

the LAN side of the gateway.

Port forwarding is very useful for remote configuration of wireless access points.

Port forwarding can be configured for up to 25 devices (up to 250 on the R10/R20/R40/R80).

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

Setup Wizard 3
Status

System Information
Connected users
Usage reports
Billing reports
Management
Manage codes
Hotspot availability
Change password
Reboot system
Advanced Settings 3
Login settings
Login messages
Credit Card / PayPal
Disclaimer toxt
Time zone
Email setup
Content fiter
Dynamic DNS
Banawidth control
Network interfaces
Firewall
Port forwarding
Monitoring / alerting
Hostname
Allowed IP list
Allowed MAC list
Blocked MAC ist
Printer Setup
Upgrade frmware
Backup & restore

Internet Hotspot Gateway
GIS-R10

Connected to the Internet: YES

Port Forwarding

Port forwarding allows connections from the WAN port (Internet) to devices
connected to the LAN or WLAN ports, Devices on the LAN or WLAN ports will
require a fixed IP address, ploase allocate fixed |Ps outside the DHCP range
aliocated to the port

Port Destination IP and Port Comment
aom 192.168.90.11 B0 AR
4012 122.168.90.12 80 AP Lounge

WARNING: All hotspot users will be logged out when settings are changed

Change sottings
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The port forwarding configuration page requires four parameters for each device.
e The first field is the port number assigned for the device.
e The second field is the destination IP (fixed) of the LAN side device.

e The third field is the port number used to access the device (usually port 80 however
most devices permit this to be changed).

e The fourth field is for comments used to identify the device.
A static WAN port setting is required to access forwarded devices.

Important: The LAN side device fixed IP must be in the same subnet as the LAN DHCP range,
however the subnet DHCP range must be modified so that the device fixed IP’s are outside the
DHCP range.

Each device connected to a LAN port is addressed by:
http:// < IP of WAN port> : < assigned port number>

Monitoring & Alerting

The purpose of the monitoring and alerting feature is to advise you that a wireless access point or
other device connected to the LAN port has failed.

The GIS gateway can be set to periodically ‘ping’ each device in the device list.

If a device does not respond then a second attempt is made to ‘ping’ the device. If the device
does not respond after two attempts then a message is sent out using the previously configured
email.

The email message has a subject line and content derived from the device name entered when
configuring monitoring and alerting as follows:

Subject: AP Lounge on the GIS-R2 is DOWN

Device 'AP Lounge on the GIS-R2' with MAC address '00-80-48-50-93-3a'
attached to Hotspot ID 000000000 stopped responding at 2011-05-28 16:19:51
EDT

A similar message is also sent out if the device comes back on line.

The monitoring and alerting configuration screen is shown below:
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. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 | Monitoring and Alerting
Status >
Monitoring can be set up for Access Points or other devices like switches and
System Information CCTV cameras connected 1o this hotspot. If a device falls or recovers from a fallure
Connecled users an alert will be emailed to the address below. Devices being monitored must have
fixed |Ps. It is not necessary for the device to have an IP address assigned by this
Usage reports hotspat
Billing reports
Management Emall address to send alert 1o:
Manage codes
Hotspot availability ARP ping timeout: 5 #|Leave at 5 seconds uniess you have a slow network
Change password
Reboot system MAC Address  IP Address inteface Device Name

Advanced Settings ¥ 00-80-48-50-93-32  192.158.90.12 lant &/ AP Lounge bS]
Logn messages ik X
Credit Card / PayPal lant § x)
Disclaimer text e
Time zone lan1 § x
Email setup
Content fiter e w
Dynamic DNS lant ¢ X
Network interfaces lant § >
Firewall lant § X
MMMW '

_ Monitoring / alerting lant ¢ >
Hosthame ™) x
Allowed IP list
Allowed MAC kst lan1 § X
Blocked MAC list
Printer Setup L X
Upgrade firmware lan1 § x)
Backup & restoro

lant & >
lant & x
lan1 § X]
lan1 § >
fnt § X
lant ¢ x
lan? § 1)
lant § x
lant § [x]
lent ¢ x
lant ¢ x
lant § )
lant § x
lant § x
lant ¢ 1x)
lant § X
Change settings
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Hostname

The hostname is a special URL or Web address that is used by Guest Internet products for the
login page and to access the configuration pages. The default hostname is: aplogin.com

Therefore to access the configuration pages in a browser enter the URL in the address line as:
http://aplogin.com/admin

The username is admin; the password was entered during the wizard setup. When the Hostname
menu entry is clicked the page shown below appears in the browser window.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected 1o the Intermet: YES

Setup Wizard 3 ( Hostname |

Status

System information
Connected users This is the hostname (domain) seen by users when they Iry 10 access the Intermet
Usage reponts and get forwarded 10 the login page

Sel the hostname of this device, 1his would usually be aplogin.com

Billing reports When Users enter the code 10 AcCss the Intermet the data is sent using SSL
Management (hitps), So that users dont get an amor Message In the browser we provide an
SSL centfficate for aplogin.com with this system. If you change the hostname
Manage codes you will have 10 provide your own SSL certificate or explain 10 users why they are
Hotspot avallability seeing an emor message In thelr browser telling them the login page Is not

Change password secure
Reboot system Cick o ypload the SSL certificate for your hostname

Advanced Settings ¥
Login settings Hostname: apogn com
CLO:‘:' Card / PayPal WARNING: All hotspot users will be logged out when settings are changed
Disclaimer 1ext
Time zone
Email setup
Content fiter
Dynamic ONS
Bandwidth control
Network inferfaces
Firewall
Port forwarding
Monitoring / alerting
Hostname
Alowed IP list
Allowed MAC st
Blocked MAC list
Printer Setup
Upgrade lirmware
Backup & restore

Change Hostname

The hostname can be changed, however the URL for the new name must be purchased and be a
valid Internet URL. When the hostname has been changed click on the change hostname button.
The hostname is changed only for special applications. Changing the hostname is not
recommended for normal use. A valid SSL certificate must be purchased for the URL that has
been purchased, and uploaded to the SSL certificate menu.
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Allowed IP List

Allowed IP addresses permit your guests to access websites without completing the login page
process.

If you entered the address of your business Web site during the wizard setup process you will see
that your website address is already included in this table.

You can add other Web site addresses that you want your guests to access directly without
logging in.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Intermet: YES

Setup Wizard 3 [ Allowed IP addresses |

Status

The Iist below contains |P addresses and hostnames that users can access
System information whether they are logged in or not. This list may contain the hostname (domain) of
Connected users your web site or the hostname, domain or IP address of web sites linked to from

Usage reports the advert banners

Biling reports Place the IP addresses and hostnames you would like to allow access o in the
Management box below (one entry per line), please enter domains without hitp:// or any /
(slash). A maximum of 100 IP addresses can be listed
Manage codes

Hotspot avaitability
Change password
Reboot system
Advanced Settings ¥
Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone

Email setup
Content filter
Dynamic DNS WARNING: All hotspot users will be logged out when settings are changed
Bandwidth control

Network inlerfaces Updute et

Firewall

Port forwarding

Monitoring / alerting

Hostname

Allowed 1P list

Allowed MAC list

Biocked MAC list

Printer Setup

Upgrade fermware

Backup & restore
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Blocked IP List

Blocked IP addresses prevent your guests having access to websites after the guest has
completed the login process.

The IP address of the Web site can be entered, or the domain name of the Web site can be
entered in the table shown in the figure below.

Note that when entering the domain name, enter only www...., Do not include http:// in front of the
domain name.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R4

WI-FI HOTSPOTS MADE EASY Connected to the Intemet YES

Setup Wizard ¥ | Blocked IP addresses

Status The list below contains IP addresses and domains that users cannot access even
System information when logged in

Connected users Place the IP addresses and hostnames you would like to block in the box below (one
Usage reports entry per line), please enter domains without hitp-#/ or any / (slash). A maximum of 100

¢ entries can be ksted
Bifling reporis

Management
Manage codes
Hotspot availability
Change password
Reboot system

Advanced Settings ¥
Login settings
Login messages
Credt Card / PayPal
Disclaimer text
Time zone Update list
Email setup
Content filter
Dynamic DNS
Bandwidth control
Network interfaces
Firewall
Port forwarding
Monitoring / alerfing

WARNING: All hotspot users will be logged out when setfings are changed
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Allowed MAC List

Allowed MAC addresses permit you to configure the Guest Internet unit so that specific
computers can bypass the login process. These computers can be your business computers, or a
laptop computer used for network maintenance.

= Internet Hotspot Gateway
) Guest Internet Solutions GISR10

Connected to the Internet: YES

Setup Wizard | Allowed MAC addresses |
Status 2 ; :
) ) The list below contains MAC addresses of wireless cards or laptops that are

System information allowed to freely access the internet regardiess of whether they are logged in or

Connected users not.

U oris

_sa.age . Type the MAC address in the box below {one eniry per fine) in the form

Silling reporis 00:00:00.00:00:00. A maximum of 250 MAC addresses can be listed.
Management

Manage codes Apply bandwidth limits and log access from allowed MACS.

Hotspot availability MAC addresses will have fo use HTTP to gain Infernet access.

Change password
Reboot system

Advanced Settings ¥

Login settings

Login messages
Credit Card | PayPal
Disclaimer taxt
Time zone

Email setup

Content filter
Dynamic DNS
Bandwidth control
Metwork interfaces
Firewall Update list
Port forwarding

Monitoring / alerting

Hostname

Allowed IP list

Fhl;mad MAC rist

Blocked MAC list

Printer Setup

Upgrade firmware

Backup & restore

WARNING: All hotspot users will be logged out when setlings are changed

The MAC address of your computer will be noted on a label with the FCC ID number. The MAC
address is a sequence of six 2-digit alphanumeric codes separated by a colon.

There is no limit to the number of MAC addresses that can be entered. A typical MAC address
might look like this: 00:2C:0D:55:A3:1E

Type the MAC address into the table and click the update list button to permit each computer to
access the Internet, bypassing the login screen. The 'apply bandwidth limits' box should be
checked if it is desired to apply the firewall rules to the bypassed user.
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Blocked MAC List

Any user currently logged in to your network can be prevented from accessing the Internet by
adding the MAC address of that user on the blocked MAC address list.

To add a MAC address to the blocked list, you first need to go to the Connected users on the
Admin interface and click on the red rectangle.

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard ¥ [ Connected Users |
The kst below contains details of users connected to this device
Connected users Authenticated users (logged In):
Usage reports
Biling reports Mac address OS/Browser Timeleft Bytesin/Out Code WAN
Management d4DecUalO0ee  LinwdFrelox  On26m  J27K/S4K  EA2A2G 1 [N
Manage codes B Logost waer B Logost ane Block user from Mis hotsont
Hotspot avadatiity e e
mm mm Clom an WAN DO 1 ONange DOt Macaton
Reboot systern
Advanced Settings 3 Connected users (using the gateway):

Mac Address IP Address Blocked IP Blocked MAC Allowed MAC
04:00:08:21 00 00 162.168 96 10 No No No

MAL acrwases mw Sockad manualy (Khove | ssd by the feama’ (hey can Do ressssed oty
I a0 weams ot DOCked sitorslony kr stusve use of he servos

ADuse CAN 26 CRuted Dy VISR ITOIANE OF & TAICOUN &bt

1P Sochn e BAOTEtcaly oved ater e aOuse Wo0e

IP addresses Issued:
Mac Address IP Address Host Name Lease Expiry Time
1 04 be 4381006 182 168,96.10 My-pad 16:5355

Tha 1" acowss 148 14 DROVERG 10 BIOW IefAOA Labge Nt logre o el Jsape
Dericod Mty COMPect A0 oot a0 1P S00mss Bul 08 ARG 10 uRe T Internet
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You can then check your list and unblock users.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

WI-FI HOTSPOTS MADE EASY Connected to the Intemet: YES

Setup Wizard 3 I Blocked MAC addresses |

This kst contains MAC addresses of users biocked from this hatspot. Click [ to
System Information remove a user from the list and allow them 10 use the hotspot.
Connected users

VIEON mpory Blocked MAC Address | Remove
Billing reports
" .  G4be:d9al00.ee @_
Manage codes

Hotspot avaiability

Change password

Reboot system

Advanced Settings 3

Login settings

Login messages

Creait Card / PayPal

Disclaimer text

Time zone

Email setup

Content fiter

Dynamic DNS

Bandwidth controd

Network interfaces

Firewall

Port forwarding

Monitoning / alerting

Hostname

Allowed IP list

Allowed MAC list

Biocked MAC st

Printer Setup

Upgrade firmware

Backup & restore
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Printer Setup for GIS-TP1 Access Code Printer

The ticket printer GIS-TP1 is used to print access codes for a point of sale station in Internet
Cafes or for user businesses, such as a hotel concierge desk, or a trade show management
desk.

The GIS-TP1 connects to the gateway LAN port via an Ethernet cable connected to a switch. The
printer uses standard 58mm thermal paper widely available for point of sale terminals.

The GIS-TP1 ticket printer can be operated using a tablet, personal computer or laptop.

2 Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Interet: YES
Setup Wizard 3 Printer Setup
Status The GIS-TP1 ticket printer can be used to print code tokens for guests. The settings
System information below are used to enabie the printer and change the printer settings.
Connected users Printer Status: Enadied
Usage reports
Billing reports Printer network: LAN1 $| Network to which printer is connected
Management
Manage codes Test Printer: Print Test Page
. Business Name: Business Name
Change password
Reboot system Ticket Header: Welcome text - this can include login instructions or
Advanced Setti o
5 Text wili appear above
Login settings the code.
Login messages
Credit Card / PayPal Max 100 characters.
Disclaimer text
Time zone Ticket Footer: |Additional text for contact information or to say thank you |
Email setup Text will appear at the
Content filter bottom of the ticket.
Dynamic DNS
Bandwidth control Max 100 characters.
Network interfaces
Wireless settings Show Time on Ticket: Print time until expiry of code on ticket
Firewall
Port forwarding Print Date and Time: Prints the current date and time on the ticket
Monitoring / alerting Copies to print: 3
Hostname Set number of copies of tickets to be printed by default
Allowed IP list Custom number of Allow user to select custom number of copies at print time
Blocked IP list coples:
Allowed MAC list
Additional Fleld 1:
_Blocked MACKSt __ »4itional Field 2:
Printer Setup Additional Field 3:
Upgrade firmware Additional Field 4:
Backup & restore Additional Field 5:
Cloud Management Add additional fieid to tickels
Update Settings
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When the configuration page is first opened the printer status will be shown as disabled. You
need to:

e Click on the printer status enable button to enable printing.

Type the messages that will be displayed before the access code on the ticket:
o the business name
o the ticket header text

e The ticket footer text is printed below the access code.

e A check box selects the option to print the duration of the access code and below that
another checkbox selects the option to print the current date and time.

¢ Additionally, you can either type the number of copies or select the option thar allow user
to select custom number of copies at print time.

e Finally, you have 5 additional fields, where you can enter any other useful information to
be printed on the ticket.

You need to ensure that a CODES password has bee set in the Change Password section.

Open the browser, instead of the home page, the login page will be displayed. Now type the
following into the browser URL line: aplogin.com/codes

A box will open requesting the username and password.

Access Code Management

One-click buttons: Create and print new codes with one cfick

30 min 1 hour 2 days

Manage one-click buttons

Create / View codes

Up to ten ticket printer buttons can be configured for the tablet display. Each button represents
the duration of an access code, and can also represent the cost of the ticket.
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Printer Setup for GIS K-series and GIS-R2/4/6 Products

The GIS-K-series and GIS-R2, R4 and R6 products have an additional feature on the Printer
Setup page. In addition to the configuration for the GIS-TP1, these units also have a configuration
procedure to design a voucher. The application for voucher printing is called ‘Internet-por-ficha’,
which is very popular in Latin America and the Caribbean. The Printer Setup screen is shown in
the figure below.

Guest Internet Solutions
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Internet Hotspot Gateway
GIS-K1

Connected to the Intemet: YES

Copyrigh

Setup Wizard ¥
Status
System information
Connacted users
Uszge repors
8illing reports
Management
Manage codss
Hotspot availability
Change password
Reboot system
Advanced Settings ¥
Login settings
Login messages
Credit Card | PayPal
Disclaimer taxt
Time zone
Email setup
Content filter
Dynamic DNS
Bandwidth controf
Network interfaces
Wirgless sattings
Firewal
Fort forwarding
Monitoring | alerting
Hostnams
Allowsd IP list
Slocked IF st
Allowsd MAC list
Blocked MAC st
Printer Sstup
Upgrade ﬁlmware
Sackup & restors
Cloud Managemsnt

==

Printer Setup |

Multiple codes can be pnnted on a normal printer. Use the settings below to set up the

orinter p3ge tempiste
Ticket Title:

Ticket Logo:

Upload your logo
Height: 80 pixels
Ticket Text:

Textwill appear acove
the code

Idax 100 characters

Show Time on Ticket:

[Internzt access tickat
o~

. Choose File | No fii= chosan

Thanks for using our Internet service.
Your login code is:

O Print ime until expiry of code on tickst

| Ugdats Settings |

Thermal Printer Setup

The GIS-TP1 ticket printsr can also be used to print cods tokens for guests. The
settings below ars used to ensble the printer and change the printer settings.

GIS-TP1 Printer:

Printer network:
Test Printer:
Business Name:

Ticket Header:

Text will sppear acove
the code

Liax 100 charactars

Ticket Footer:

Text will appear at the
totiom of the ticket

Iiax 100 characters

Show Time on Ticket:

Print Date and Time:

Copies to print:
Custom copies:

Additional Field 1:
Additional Field 2:
Additional Field 3:
Additional Field 4:
Additional Field 5:

| Disabled |

v Network to which printer is connected

Business Name

Welconme text - this can Include login

instructions or adverts

bz

Additional text r contact information

Print time until expiry of code on tickst
Prints the current date and time on the tickst

1 Defsult copies to print

Alovs user fo select number of copies to pnnt

Add additional field fo bickets

E EASY
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There are four configuration parameters for the voucher.
e Add text for the ticket title
e Upload the business logo
o Add text that will explain how to use the voucher
e Check a box to display the duration of the access code if required

The printer setup for the voucher is shown in the figure below

Printer Setup

Multiple codes can be prnted on 3 normal prnter. Use the sattings below to sst up the

printer psge tempiate

Ticket Title: [Internat access ticket

Ticket Logo: A
Upload your logo SR,

Height: 80 pixels & | Choose Fiie | No fie chosen

Ticket Text: Thanks for using our Internst <ervice.
Your login code is:

Text will s3ppear abovs
the code

IMax 700 charactzers

™

Show Time on Ticket: () Prinf fime until expiry of code on tickst

| Update Settings |

The figure below shows how the text fields and logo are printed on the voucher. The Access code

is unique for each voucher.

/ \
: ~ FICHA PARA ACCESOA
Edit text box 1 > INTERNET

Upload the logo graphic design B WI S P
((e=n)) R

)) SUPER

Edit text box 2

A

The Guest Internet-por-ficha product \Gracas por }_‘53',"095”0 SErvicio
adds the access code, with parameters de Intemet. Su oodgo de acceso
of duration, byte download, etc chosen es0
when generating the codes i
= 5DXLXJ
Optional message showing code duration —————p Time: 30 mins
N J
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When the voucher design has been configured up to 10,000 vouchers can be generated and
printed on sheets in a 4x4 format using any letter size printer. The access code generation page
is used to initiate the generation and printing of the vouchers with access codes; see the relevant
section of this manual for information about access code generation.

The print command displays the vouchers in a browser window, which can then be printed.
Alternatively the vouchers can be printed as a PDF file for printing at a later date.

Each printed sheet is cut into individual vouchers for cash sales.

- ; = O X
€ Access Code Management X D https://aplogin.com/admin/cod: X | =+
@) 8 https://aplogin.com/admin/codes.cgi Q ¥ 3= z
& N N N 7
Internet access ticket Internet access ticket Internet access ticket Internet access ticket
®

hanks for Lsing o

L2
g = WL ‘N
Internet access ticket Internet access ticket Internet access ticket Internet access ticket

Thanks for Thanks for Thanks far

zee, Your Thanks for usng our
g C

AROXEH
N J J AN
N N
Internet access ticket Internet access ticket Internet access ticket Internet access ticket

ervice. Your
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Upgrade Firmware

Guest Internet products can be upgraded to the latest firmware specification free of charge.

Please see our website support page to request a firmware update.

Install the upgrade file using the firmware upgrade feature shown in the menu.

When the upgrade has been initiated leave the unit powered up for 10 minutes before using it or
powering it down. This time is required to store the new firmware in the product memory.

Internet Hotspot Gateway

Guest Internet Solutions GIS-R10

HOTSPOTS MADE EASY Connected to the Internet: YES

Setup Wizard 3 | Firmware Upgrade ]

Status
To upgrade the firmware simply upload the file with the new firmware, Select the
System information file using the box below.

Connected users
Usage reports Choose upgrade file: Cnoosefile No file chaser
Billing reports
Management
Manage codes
Hotspot availabiity
Change password
Reboot system
Advanced Settings 3
Login settings
Login messages
Credit Card / PayPal
Disclaimer text
Time zone
Emall setup
Content filter
Dynamic DNS
Bandwidth control
Network interfaces
Firewal
Port forwarding
Monitoring / alerting
Hostname
Allowed IP list
Allowed MAC kst
Blocked MAC list
Printer Setup
Upgrade firmware
Backup & restore

Upgrade Firmware

Firmware upgrades are released periodically for all gateway products.

The upgrades include new features that have been requested by customers. We also work on
product performance improvements.
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All configuration parameters that have been set on a gateway unit are stored in a file in memory.

The configuration file can be downloaded to a computer and saved for backup purposes. This
page also permits the configuration backup file to be uploaded into the gateway to restore a

previous configuration setting.

= Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WIi-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 System Backup
Status
Use this page to save and restore the settings on this node. Always keep a
System Information backup of the settings in case of hardware problems or if a firmware restore is
Connecled users necessary. You will be able to downioad a copy of the configuration file to your
Usage reports computer. Store this flle in a safe place. To restore the file simply upload the file to
this unit and reboot. The backup/restore saves all settings including the login.zip
Billing reports file and the disclaimer text
Management
The login codes are NOT saved. Please export codes to a CSV (Comma
Manage codes Separated Values) file for backup and restore via the coge management page.
Hotspot avallabikty
Change password Select file to restore: Choose tie  No tie chosen
Reboot system
Advanced Settings 3 Restore settings from fie
Login settings
g Downioad settings {backup)
Login messages - -
Credit Card / PayPal
Disclaimer text
Time zone Reset to factory defaults
Email selu Use this option to restore the gateway to factory defaults. All settings, login codes,
P usage iogs and login background images will be erased. The setup wizard will be
Content filter displayed once the sysiem has been rebooted
Dynamic DNS
Bandwidth control Reset 10 factory defauts
Network interfaces
Firewall
Port forwarding
Monitoring / alerting
Hostname
Allowed IP list
Allowed MAC list
Blocked MAC list
Printer Setup
Upgrade firmware

The backup file contains the following information:

o All configuration settings

e The login page zip file (if uploaded)

e The modified terms and conditions text
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Configuration settings backup and restore has two important applications:

e The first is to save the configuration file each time that the gateway configuration is
changed. If some problem occurs with a configuration change then the previous
configuration can be restored.

e The second application is for installers who are putting many similar configured
gateways. One gateway is configured for the application and then the configuration file is
saved, so the configuration file can be restored into all other gateways to be installed at
different locations, thus speeding the installation process.

Reset to factory defaults

Use this option to restore the gateway to factory defaults. All settings, login codes, usage logs
and login background images will be erased.

Activating cloud management

Guest Internet products must be activated before a cloud account can be used to manage the
product.

Click on the Cloud Management menu entry in the Advanced Settings section , see the following
page.

Check the box: Enable Cloud Management

Add the serial number to a new or existing account.

Creating and using a cloud management account is described in the next section.
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WI-FI HOTSPOTS MADE EASY

Internet Hotspot Gateway

Guest Internet Solutions GIS-R4

WI-FI HOTSPOTS MADE EASY Connecled Io the infernet. YES

Setup Wizard ¥ I Cloud Management

Status To manage this galeway using the Gues! Infemet Cloud please go to
System nformation itps:ficloud aplogin com and creale an account. You will need fo provide the 1D of this

gatessay to create the account, the 1D s 2bealZ2T
Connecled usars o

Usage reporis Before creafing an account, please anable cloud management so fhis gateway starts
: sending data to the choud
Billing reporis

Management Enabile cloud management: [

SIS Chm
Hotspot availability

Change password
Reboot system
Advanced Settings ¥
Login settings
Login messages
Creddl Card [ PayPal
Dizclaimer fext
Time zaone

Email setup
Condent filler
Drynamic DNS
Eandvadih comtrol
Metwork inlerlaces
Firewyall

Pori forwarding
Monilaring / alering

Alloweed 1P list
Blocked IP list
Alloveed MAC list
Blocked MAC list

Printer Setup

Backup & restore
Cloud Management
-
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@ Guest Internet Cloud

Cloud Management

You can create a free GIS cloud account that permits you to log into your portal from anywhere,
then monitor and manage all of your GIS products.

To learn more about the GIS Cloud, please click here.

Setup Cloud Usage Guide

Request Cloud Enabled Firmware

Guest Internet Cloud

Sign up for a free account using your GIS unit serial number and see the benefits of using the
cloud.

Unlike other cloud based systems, your GIS unit will continue to run without access to the Cloud
making it more resilient to outages.

Click here to register for your account.

*Cloud functionality may not be available on older hardware

Cloud Management

The GIS Cloud permits any customer to log into their personal portal from anywhere, then monitor
and manage all of their GIS products.

= =
—— — —
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A Cloud account is free

When a new GIS product is being installed it will give the option to create a new Cloud account or

register the product with an existing Cloud account. Then access the Cloud portal to monitor and
manage the product.

@ Giuest Intenet Coud

Username: I l

Password: [ ]

[ Log into account ]

Create new account

©2016 Guest Internet

The Cloud is optional

Connect a computer to the network and open the browser to access the GIS GUI for monitoring

and configuring the product. However most customers prefer to use the Cloud for product
management.

= OEODDOLIL @
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Manage remotely

Access any GIS product from anywhere by logging in to the personal portal. No need to modify
network settings, no need to configure port forwarding.

The power of the Cloud

The GIS Cloud gives access to one or to many GIS products, there is no limit to the number of
products that can be monitored and managed using the Cloud portal, and no limit to network
growth.
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Manage many as one

The GIS Cloud permits many products to be managed as one group. Look at the groups stats,
change the group settings. It’s like having one big GIS product spread over many locations.

@ Guest Internet Cloud

& Dashboard

© View gateway logs ~

© Gateways R10 in box v Select group: [v
& Groups 4
# Codes M Logins per day for last ~
< Monitor
© Settings s
® Logout : A/

3

29 ar 05-4p1 12-Ape 18-2p1

Date time Gateway MAC address Browser Login Timeused Datain / out
04/27 10:46  R10 In box Unux/Firefox  SD71TM  Oh 17m am /272K
o 9:32 box Lt/ Firel NIXP2K oh 24m N J 310K
IXF2¥ Oh Om
NIXEZE  Ohir
NIXERK 0h tm
Oh 1
Ok 15m
Oh 20m
TEST Oh Orr 0/ 0
TEST oh SSm 0/0
Green: User logged in Clearlog  Download CSV file

Run time: 0.015s

The Cloud advantage

The Cloud portal can send an email alarm when any product fails to connect to the Cloud, to
facilitate support and maintenance.

@ Guest nternet Cloud

@ Dashboard © Display gateway & Cloud settings 0 Status
RI10 in box 3., Name: [R10 In box Publc 1P address: } Fimwar
Groups & [
& P Group: | Testing MAC address: [ Enabled: | Yes
# Codes
- Hardware: | GIS-R10 Uptime: | Oh 41m 525 o
8 Logs
@ Monitor @ Users: ~ = performance: [EXIREEM 2
© Settings I
. 100%
O Logout S Now g Now
0%
™
bt it

W Corcected M Satherscated .Y e

& Authenticated users (logged in) o~ & Connected users (using the gateway) A~

MAC address OS/browser  Time loft  Data in / out Code MAC address 1P address Hostname  Block 1P Block MAC  Allow MAC
Unux/Frefox oh 17m aM / 272K x2 1 192.168.96.10 no no o |
x Logout user @ Logoutand biock user  mere 2

& MAC addresses N

Run time: 0.018s
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Manage on the go

The GIS Cloud portal can be accessed from a 4G tablet or smartphone. Get warnings and correct
problems 24 x 7 x 365

Managed services

IT service providers appreciate the value of the GIS Cloud as the ideal platform to offer managed
services for their customers.
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GIS Cloud Usage Guide
This guide is designed to help you make the most of the GIS cloud and utilise all its features.
If you run into any difficulty get in touch here

If you need help setting up your cloud account, please see the quickstart guide

Dashboard

This page shows basic information for all your units

Here you will find all you need to know at-a-glance to help you check for any problems with your
network.

o The Status box shows a list of your registered GIS units, their status and the group they
are in (if any).

Note: When red, this shows the unit has failed to check-in or is offline; these units will always
be shown at the top of the table.

e The Logins graph plots the numbers of logins.

e The Logins table shows detailed information about the most recent logins.

| e I =

Gateway Growp  Auth e Conn ® Status
L)

/\/\A\/\—//\\// \

cautn OMmmmit GDuni Bl M : \

Date time Gateway MAC address Browser Login

9/10 11:14
/10 11:101

01050

1
1

0/ 10 1044
1

0/ 100727

10/10 0% 42

Green mere

Clicking on a Gateway's name will take you to the Gateway page for this unit.

Gateways

This page gives detailed information about one of your GIS units, and allows you to manage your
gateways

When you first open this page you will see very little information. You first need to select one of
your registered units from the dropdown menu (you will have at least 1). See the next figure.
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[[Servee st o |
o Guest Internet Cloud

Hotspot 1D Select gateway: 1D oF meame: Sebect gateway:

& Groups ey adeile page Find gatewsy

# Codes

O L
© Monitor

© Settings

O Logout

Once selected you will be able to view the gateway's Status, graphs showing the Connected
Users and WAN usage, list of Authenticated users and list of Connected users.

[ Servee st ox |
€ Cuest Internet Cloud
& Dashboard © Display gateway 0 Status
S Oeups cou | (woma) MAC ad3e it | You
# Codes
Update ordware | GIS-RA otw 24 180 55 4 | O

| AT
© Settings
© Logout ‘- -

IC AR R - """A: bg thl“. Lﬂﬂl 2 _m

R — D (DAL U5 WO
wer 2,08 G b 23732 W ta 2016

W Authenticated users (logged in) - M Connected users (using the gateway)
MAC midrens OS5/ Wrwwser Timet el Data i / oet e AL add s 1P address M dn e ook 1P Slack MAC  Alew MAL
WRTOwVADCRAIE  Ufinted  545M/ M o .

tted X2/ M =9

et 2

! o/ 7w e

-0

it .

wry

You can also modify basic settings on this page and set allowed/blocked MAC addresses.

Cloud Settings

Allows you to change the name of your gateway and add your gateway into a group.

& Cloud settings A

Name: [ ]
Group: I (none) ]
Update
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Status
Shows information about your GIS unit itself (MAC address, current firmware etc)

It also shows the unit's uptime and whether it is currently enabled. If you have remote access
enabled, you will be able to access the unit here using the spanner icon.

O Status A

Public IP address: [ ] Firmware: [ 2.4.6.1mt ]
MAC address: [ ] Enabled: | Yes J
Hardware: | GIS-R4 ] Uptime: [ 2d 19h 20m 7s ](')
WAN usage

Shows the Kbps up and down on your unit over time. The timeframe can be altered to show more
or less information, and hovering over the graph will give you absolute values.

l#* WAN usage: m A

b U Lhnﬂ A

= Down (Kb/s) == Up (Kb/s)

Down: 2.07 GB Up: 221.04 MB Total: 2.29 GB

Connected/Authenticated Users
Users Graph: The Users graph shows the connected and authenticated users over time.

oz wsers: [EZTIE ~

10

— Connected =~ Authenticated

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved 163



Guest Internet Product Documentation

Connected users: Users who have connected to the gateway, but not logged in.

@ ﬁuest _Int_ernet Solutiqn;

The Connected users table shows the MAC addresses, hostnames and assigned IP addresses of

connected users.

&8 Connected users (using the gateway) A

MAC address IP address Hostname
192.168.96.224
192.168.96.75
192.168.96.36
192.168.96.116
192.168.96.247
192.168.96.252

A s W N =

Block IP Block MAC Allow MAC

no no
no no
no no
no no
no no
no no

Authenticated users: Users who have logged in to the gateway and have access to the Internet.

The Authenticated users table shows the MAC addresses, browser, time left, data up/down and
code used to log in for each authenticated user. Here you can ban a user or log a user out.

&8 Authenticated users (logged in) A

MAC address 0S/browser Time left Datain / out Code
1 Unknown/AppleWebKit Unlimited 946M / 38M xQ
2 Linux/Safari Unlimited 27M / 1M xQ
3 Windows/Chrome Unlimited 10M / 4M xQ
B Linux/Chrome Unlimited 61M/ 2M xQ
5 Linux/Chrome Unlimited 27M / 4M xQ
6 Linux/Chrome Unlimited 3M / 429K xQ

Allowed/Blocked MAC: This shows the current Allowed MAC and Blocked MAC addresses.

Allowed MACs allow a device to bypass the login page and have full Internet access at all times.
Blocked MACs will prevent this device from logging in altogether. You can update this table and

click the "update" button to edit this.

& MAC addresses A
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Settings

Here you can edit basic settings on your unit.

of Settings A

C = Users wi

Login Page Settings:

Il be logged out.

¢ = Gateway will be rebooted.

Guest Intprnet Solutions

WI-FI HOTSPOTS MADE

Business Name: [

Page Title: I

Login page type: l Controlled access (Require a lo... ]C'

Passwords:

Admin Password: I eoe

Codes Password: [ eee

LA L L L L L) ‘

Repeat: I eccccccce

Repeat: l escceceoe

More settings will be added soon. If you need a setting please cnntact_us]

Update

Adding another GIS unit

When you set up your account, the GIS unit you signed up with is automatically added to your
account. If you wish to add further units to your account, simply enter the ID of the unit into the

"Add a Gateway" box, then click '

'Add gateway".

+ Add a gateway A

Hotspot 1ID:

Hotspot ID displayed on gateway's admin page

Add gateway
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Removing GIS unit from the Cloud

If you wish to remove a GIS unit from your Cloud account, on the Gateway page, under "Delete a
Gateway", simply select the ID of the unit you wish to remove, and click "Delete Gateway"

© Delete a gateway A

| Select gateway: ]

[ Remove data from the Cloud

Gateway can be added by another Cloud user

[ Delete gateway ]

Groups
Create code groups (sharing codes across multiple GIS units)

With groups you can create codes to be used across multiple GIS units. Groups also allow for
easier management and monitoring of multiple units. To use groups you must first create a group
using a unique group name.

@ GuestInternet Cloud

@& Dashboard

+ Add group &Campsite Shared

Gateways
© v Name: [ Empty group

Add group Add & remove gateways using gateway page.

& Codes

£ Logs
< Monitor

& Settings

¢ Logout

Once created you can add gateways to the group by selecting the group in the Cloud Settings on
the Gateways Page. You can now create group codes which will be shared across any GIS unit in
the group. These are created on the Codes page

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved 166



Guest Internet Product Documentation

Codes

Create codes for single GIS units or groups

@ coestinerne sotons

You can create codes as usual for a single unit using the same method as on your local GIS
admin interface.

Code Text - The name of your code ("Random" creates alphanumeic random code)

Number of codes to create - The number of random codes to create

Expiry time - The amount of time you wish to give to the user

Usage - Number of users for a single code (1-5 or unlimited)

Down speed - Max allowed Mb/s down

Up speed - Max allowed Mb/s up

Down limit - Max allowed data downloaded

Up limit - Max allowed data uploaded

Service Status: OK

@} WI-FI HOTSPOT MANAGEMENT
@ Dashboard © Manage gateway codes
@ Gateways I |
& Groups
S Logs Codes created in this box are only valid for this gateway.
< Monitor Code Text: Random -
& Settings Expiry Time: 30 mins ¥ Usage:
Down Speed: Default i
O Logout
Down Limit: Default v Up Limit:

|2 Select group:

+ Create codes for gateway GIS-R20 A

Codes in use: 3

Codes to create:
1 User
Up Speed: Default i

Q

[ Default ]

I Create codes ]

You can also select a group to create codes for. Group codes are created in the same way as
individual gateway codes.

et Interet Cloud

GEMENT

Service Status: OK

© Gateways

@ Dashboard

<& Manage group codes

[ test

Codes in use: 0

Codes to create:
1 User ¥
Up Speed: Default ]

Select gateway: (5]
& Groups
+ Create codes for group test A

=] Logs Codes created in this box are only valid for this group.
2 Monitor Code Text:

Down Speed: Default ¥
® Logout s o

Down Limit: Default Y Up Limit:

[ Default ]

I Create codes
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@ coestinerne sotons

You can also view all codes on this page for the selected unit or group. Group codes will be
shown highlighted in green. (this will be the same on your GIS unit's local admin interface >

Manage codes page.)

Manage codes for gateway GIS-R20 A

Enter code to check: l \ I Check code J l View all codes ]
Download CSV file
L . Dwn Up Dwn | Up | Dwn Up
n T T |
tie - st e kb/s kb/s | MB | MB | used | used
8THPFL 30 mins 1 30 mins D D D D
GROUPCODE1 30 mins 1 30 mins D D D D
n QWE 1 day 2 Expired D D D D 3M 5M
o RD47PE 30 mins 1 30 mins D D D D ‘
a SINGLE U 1 U D D D D ‘ 531K | 163K
Delete checked codes Gateway code ] | Group code | D Default U Unlimited

Logs

View logs (usage reports)

On this page you monitor usage using the graph of past usage for a single unit or a group of

units.

You can also see a table of the latest connections for a single unit or group, much like the Usage
reports on your GIS unit's local admin interface. You can choose which unit you wish to show
logs for. The Users Graph/Table is shown on the following page.
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WI-FI HOTSPOTS MADE EASY
®© View gateway logs
\ -~ - v Select group: v
sl Logins per day for last A

100

Sep 19 Sep 26 Oct 3 Oct 10

\

::RETd 10 logins v

Date time Gateway MAC address Browser Login Time used Di

10/14 08:41 iPhone/Safari 2h 41m 1
10/14 08:33 Linux/Chrome 2h 27m
10/14 08:28 Windows/Chrome 2h 53m

10/13 21:57 Windows/Safari 6h 2m

10/13 17:43 iPhone/Safari 10h 16m {
10/13 16:14 Linux/Chrome 11h 45m

10/13 16:08 Windows/Safari ih 51m ¢
10/13 16:02 Windows/Chrome 8h 58m
10/13 07:22 Windows/Chrome 2h 38m
10/12 08:33 iPhone/Safari 19h 26m

. Green: User logged in Clearlog Dow
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The Cloud Group Graph and Table is shown below.

<o View group logs

Select gateway: v [ - - ;l

sl Logins per day for last A

200

May 2016  Jun 2016 Jul 2016 Aug 2016 Sep 2016

\

R 10 logins v

Date time Gateway MAC address Browser Login Time used D
08/19 13:12 iPhone/Safari _ 4h 44m
08/19 13:10 iPhone/AppleWebKit = ) 4h 46m
08/19 13:03 iPhone/AppleWebKit 4h 53m
08/19 12:58 iPad/Safari 4h 58m
08/19 12:53 iPhone/AppleWebKit - 5h 4m
08/19 12:48 iPhone/Safari _ Oh 22m
08/19 12:42 iPhone/AppleWebKit = 5h 14m
08/19 12:40 iPhone/AppleWebKit . 0h 27m
08/19 12:38 Linux/Safari 5h 19m
08/19 12:35 iPod/AppleWebKit ¢ 5h 21m

Green: User logged in  Dow

~
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Monitor
Monitor Unit Status and set up Alerts

The live monitor status shows any unit which is not currently checking in with the Cloud, and
shows how long it has been down for.

Tip: You can hover over the cross or tick under "Status" to see when the unit last checked in.

You can also create automatic email alerts, to let you know as soon as one of your units goes
offline.

When selected, if a unit does not check-in for 5 minutes and alert email will be sent to the
address you signed up with. A second email will be sent when it comes back online.

Next to each registered unit you will see a checkbox for both Alert and Hide options. When Alert
is selected, an email alert will be sent if this unit goes offline. If hide is selected, this will remove it
from the gateways page.

A Monitoring status

Gateway Group Downtime Status
Example K1 group 7 mins x
% Check-in Alert sent A Warning

£ Monitoring settings

The monitoring settings currently only allow you to receive one email when the
gateway fails to check-in and a further email when the gateway is back online.

Alert email address: I example@guest-interne I

Downtime before alert: [ 5 minutes |

=3
a
9

Alert

Courtney Test K1 R

| Change Settings l

.

©2016 Guest Internet

Settings
Allows you to change your password
This page allows you to change your password. Further settings may be added in future.

Failure to check-in/offline
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What it means if your unit shows as offline
Failure to check-in/offline

X If your unit is showing red on the dashboard or on the monitor page it means your unit is either
offline or that it has not checked in with the cloud in over 5 minutes.

| If you see a red tick next to your unit, this means it has not checked in for over a minute, but
below the 5 minute cut-off period to be shown as being offline. This would indicate a potential
issue with the unit reporting to the cloud.

In either of the above cases, this does not necessarily mean the unit is not working; just that it
has not reported to the cloud. Potential causes are that either the unit has lost access to the
Internet, has an error preventing it from contacting the cloud or that it is not working altogether.

If your unit shows as being offline, you will need to investigate to find the cause. If the unit seems
to be working correctly, but not reporting to the cloud, please contact us via the support page.

Mobile
On mobiles the interface will alter slightly

On mobiles and tablets,
to maximize on
available space, the
menu will be moved to
the top and will display
Icons rather than text.
The icons left to right
are in the same order
as top to bottom as on

the Deskiop view. | Guest Internet Cloud

WI-FI HOTSPOT MAN/

aa&ogvac)

+ Add a gateway A

Hotspot ID: | |

Hotspot ID displayed on gateway's admin
page

Add gateway

© Display a gateway

Selectgateway:

© Find a gateway

ID orname:
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Cloud FAQ

Frequently Asked Questions

Q: How do | set up a new account?

A: See the setup guide here.

Q: How do | add another unit to my account?

A: Simply enter your units ID into the "Add a gateway" box on the Gateways page. See here.

Q: How do | create a code/group code?

A: Codes are created in the same way as on your GIS unit's local admin pages. Select the code
settings and click "create codes". This can be done on the codes page. See here.
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Extra Information

Reset to Factory Default

It is possible to get locked out of the Guest Internet gateway product, by forgetting the password
or by incorrectly changing one of the IP addresses shown on the network configuration page.

This section describes procedures to reset all the necessary product parameters to factory
defaults so that the product can be accessed once more.

If you want to erase all data from your unit, see information here.
Reset to defaults as follows:
1. Power up the gateway unit and locate the hole in the enclosure for the reset button.

2. Using a paper clip, push the reset button (a click will be felt) and hold down for 10
seconds, after which the factory defaults will be restored.

GIS-K1
WAN LAN
AIKIT ]‘ l' I 1 ATNT
.o OLEE e ¢
|
RE;ET PWR
GIS-K3

WAN
24V PoE Port
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GIS-K5
RESET POWER
‘ T
. Q@
WAN &
LAN
GIS-K7
WAN (PoE)
GIS-R2
LAN WAN
T N

Q. ook
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GIS-R4

0. oo

v
POW

v
RESET

GIS-R6

O
[
[
E

Copyright (c) Fire4 Systems Inc., 2005 to 2020. All Rights Reserved 176




Guest Internet Product Documentation @ Guest Internet Solutions

The GIS-R10, GIS-R20, and GIS-R40 products do not have a reset button.

To reset to the factory default configuration:

1.
2.

© N o o b~ w

Connect a computer to the primary WAN port of the device.

Set the computer Ethernet port to an IP of 192.168.200.2 and Subnet Mask
255.255.255.0.
To learn how to set a static IP address on your device, click here.

Open the browser at an IP address of: 192.168.200.1.

Type the username reset and the password reset.

Click on enter, another page will appear.

Click on the Reset to defaults button and then wait two minutes.
Switch the product power off then on.

Proceed to reconfigure the product using the wizard as described in an earlier section.

GIS-R10

WAN LAN

= =

=0 O E B

— Set computer static IP
192.168.200.2
255.255.255.0

Set computer browser to:
192.168.200.1

To see the reset screen
Username: reset
Password: reset

ﬁl_;-"
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GIS-R20

//=mQ------

Set computer static IP
192.168.200.2
255.255.255.0

Set computer browser to:
192.168.200.1

To see the reset screen
Username: reset
Password: reset

GIS-R40

a=EEEEEERE

D o™
Irr — Set computer static IP

192.168.200.2
255.255.255.0

Set computer browser to:
192.168.200.1

To see the reset screen
Username: reset
Password: reset
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Troubleshooting your GIS

Unit stuck on "System Test Please Wait..."

If your unit is stuck on "System Test Please Wait..." the first thing you need to do is reset to
factory defaults.

If after reseting your unit, it still does not work, please contact us, as the unit will need to be sent
back for repairs.

Unit does not have access to the Internet

The GIS units will run a number of checks for potentially quite some time to determine if the
Internet connection is stable enough to return, to avoid complaints from your guests having
issues with internet connection, but no error from the GIS unit.

Please follow the steps below:
1. Check Internet access with your router
2. Check that your router is plugged to the WAN port of your GIS unit

3. On the System Preferences page of the admin interface, check if you are gettin an IP on
the WAN port

If you are having continued issues with this, please contact us, so we can look further into the
issue.

| can't get to the admin interface

First check you are connected directly to the unit via ethernet (this is preferable for
troubleshooting), then visit http://aplogin.com/admin.

If this fails, check you are getting an IP from the unit. If so, please visit the GIS unit's LAN IP
address manually (by default on LAN1 this is 192.168.96.10).

If not, please reboot the unit and check all connections.
If the issue persists, attempt a factory reset.

If you are still having problems, please contact us.

Users cannot see login page

Check if the user is actually connected to the unit and check they see the login page when
manually visiting http://aplogin.com.

Redirection is a problem when the users home page is encrypted (https) which is becoming
increasingly common.

If an attempt is made to redirect an encrypted connection then the browser will show a message
that the computer is being hacked, or similar. Redirection of an encrypted connection is called a
'man-in-the-middle’ attack.

For this reason if the user tries to establish a https connection behind the login page then we do
not respond, in the hope that the user will try a http connection.

Please instruct your guests to use an HTTP or you could advice to go to http://aplogin.com
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Most modern devices will open a browser by default when recognising connection behind a
captive portal and open their default browser or mini-browser at a http page, to allow for
redirection. This will be the case for most users.

Only one concurrent user can connect to the internet

When only one user can be logged in at any one time, so each user will get internet access, but
will be dropped as soon as another connects. Most admins would not notice this, and would
instead see that users can log in for a short period of time, and are then logged out.

This means that your Access Point is not set on bridge mode, so all the users are getting the
same |IP address. Therefore only one user can get access.

We have set a few examples on how to setup your Access Point correctly in bridge mode, to read
more, please click here

This could also be the issue if users are seeing the "There was an error" generic message.
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Wireless Access Points

Below are a selection of access points and documentation for configuring them to work with the
Guest Internet units:

TP-Link
TL-WA801ND
Deliberant

APC Button af

Edimax

EW-7438RPn
"
¥
LS
LS
B
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TP-Link - TL-WAS801ND
1. Power up the TP-Link

2. Connect to the WiFi network (SSID and Password are printed on the label of the access
point)

@ Feder Fl B View 0o Wadow el

The WiFi name is not the same for all TP-Link - TL-WA801ND units
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3. Open your browser and go to http://tplinkap.net and then log in (user name and
password are both admin)

T T Gy Y 1 T B BN 15 O A
tewecion &t e maret Cven £ you e e lerier vty
D PRt Y M WS S e GeBge My X yes
R e el L L T W0 L 0% G #d (a0t I wel Wit row et
D P 13 e

T3 canirue phehie Chor e AT Cuon
Chck fm e bation i contrem. o S Lat Suftee b
.

T3 me csne cxx te bt new
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5. If you want to modify your login user name and password, select the YES radio button in
the Start tab

J00M Wireless N Accuss Potnt
Model Ra TL-WARCING

Start Help

ChanDe 1o wCCont - 1 (W ST B Y90 00, Yo

J00M Wireless N Acsess Potnt
Model ko TL.WARING

> Toy ww EDared tesn
S, -t o - i B ¥y Access Pokd - W e mode Tl Geece e
e g waied T & wat reheeh awd bemihers Be 4B
WA Paml T v ety P ] e ) 4 e u-.:ﬁ-:.- e =t sbams oy
Tt & et
PepectrAmge [anesn| [ =ww oo wring wesess CIVeege by WG NIRRT ST » e N Aeviie Gty a6
Ege Wity AP - Lonmune e KOG PEREONS W S SO :... mu.:——-u
st Py
I AT 0 8 WIS AN 0 T (O e et 190 BRGNP 1D & s Brcge win A3 - % 'm TO0N 0 SENCE CaR D6 UBRE 10
1SR PG Wl W) € ST AT S
VRS . Crmety e whatert seivits % wovits Mwad ity and ALK g Srwt Coute T S eTe IR e RS COTROT
W LACRIG W OB AP T Bhech (AR ARG AT B0
W A G B LA e TR B KA
B il
Bar N Chent - i m otk B Sesce i 26 conmces ko
A R v ERTA D) W B0 4 0 A
Pt or ared SericE SIINE B0 6 MWD DEROR.
mouciady for & St TY. Metis Puyer o gere comse

i
il
i

i
i
l
L
it
;
]

?
i
;5
i
i
i
i

|
s
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7. Wireless settings:

o Wireless Network name (SSID): The name you want your clients to view when
connecting to your network

o Channel: If left in Auto it will automatically choose the least busy channel

o Wireless Security Mode: The No Security mode permits the clients to see your
login page as soon as they try to connect. If security mode is selected, clients will
need to use the Access Point password before being able to see your login page

VT KAz
Eht ey i =
W oty M (M2 & At e Thet Ve 6 300 aetive For
oty (M2 Sacevy | -

i
%i
;
,;i

H
;&
i
!

il
i
i
¥
i
|

8. Network Settings:

o Type: Static IP

o IP address: On the range of the LAN port being used, to see default range click
here

o Subnet Mask: Select Other Mask and enter 255.255.240.0
o DHCP Server: Disable
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J00M Wireless N Accuss Potnt
Wodel o TLWARIND

Network Settings Help
Vi G condgs Do P arnmaten o LAN a0 TN page

e 1 remcter DWCP server o chacang S W o

Ts P v cartg B saes marary
Mite Tre P comresers cowet 5o crtgared § o taes sesee Drart o | DHCH * W Addews - Evter e F sttwsn of yos wyvieny
"B e P b g o ey s A 10 P b i By 0 Gcleddecw ot (cony delee

v 21080

+ Subwart ek - A sodrene cote el Selereras
et 5w O B Matet Poematy 194366 2560

e e——— \aad 1 P dubret Pk
 Ase w2 | * DNCP Server - Custie or Dostle Be e
- T e S0 chome ST B hBA PR M W e
Sumet Vs h Mese | Sasawn Goubied. 1 you ddtie P Server. pow ewal e
e (St i (s Tt A o B e et B3 0B Vs NS e
ettt o 1w e L T

¥
DHOP Senw 5 Dwe ) St P dbwis o g e

10. Finish:

You can save the settings as a text file and click finish

& 3 O | o * =4O

3000 Wireseas N Accuss Point
odel Ho. YL AN IND

Gk Sehp
— " ’ " " i Finish Help

— Chcx b Feeh barton % Soud B Guch Setag
Mok
- K 1 Rk 308 1 WY K B e s
WaBk CHi® B masien 1on Seve ool 1 o 5 st Pt g8 SAOK % sl
) Tash T3 el % A 8 fote of T seiiegn B pou ® send her Tor wheaes

Wrmrss Sellogs

Cpermoe Moce Accms Pomt
Wosters Mtnore harw IS D). AL
O fam Cwvery e 1)

Wewena Satwhy Vnde o Denmey

Network Sattngs
DWRA Rasoee VR e e
LAN I b ™ isos 2
T Swvw have swiegs s & bt Bo for LA ietwree
Zack ()
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10. Click OK and wait for the device to reboot

This site says

Now your TP-Link Access Point is ready to use, just connect an ethernet cable from the Access
Point to the LAN port of your GIS unit.

Deliberant - APC Button af

1. Connect an ethernet cable from LAN to your computer and from PoE to the Deliberant
Access Point.

2. Set a static IP address; please see the instructions for your platform :
Windows 7, Windows 8, Windows 10
MAC OS

You will need to set:
o |IP address: 192.168.2.10
o Subnet Mask: 255.255.255.0
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@ Home Network status

| Hnd a s=tting

Network & Intemet

Sans 2« Network and ntemer + Network Conrmctiont

Ethemet ) o

Internet Peotocel werson 4 (TOR /P o) Properties
Gerersd

You an get I sefirgs mogred sutomatcsty f yar netverk scverts
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e e —pp——
) e Bo Bloning D0 werver ackbesmes:
Prefuves DN server)
Aerele DN serve

[Clesdate semrge upen swt

win SR NS WNS 9021 Prosms  Harcwew
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192168210

2WL2L8.228 0
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3. Open your browser and go to http://192.168.2.66 and then log in (Login: admin and
Password: admin01)

1 s - informanon Sl -
< (&) 102168288 Eone 44 4 =¥ Q -

4. On the Configuration tab:
o Setthe Network mode to Bridge
o IP settings:
= Method: Static IP

= [P adress: On the range of the LAN port being used, to see default
range click here

= Subnet Mask: 255.255.240.0
= Default gateway: 192.168.96.1
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3 cosfigueston - Networ 4 - o x
< (9] 102180208 e = ¥ O

-
[T
234.333.355.8

192 ek 1

L Sasble mansgement VAN

5. On the Wireless tab you can change the SSID to the name you want your clients to view
when connecting to your network

3 Cosfigueston - Networ % 4 - 1] x

< O 02108288 % = ¥ O

Ao @4 seamon

Qualty of werce (MUM) V)
et welaben o
Erwale AMSOU |
BA wndow sioe

ax chwnts et

Min chact sgral (d8m)
Baratiat bree balnme
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6. Click Save & Apply and click Yes on the warning

[ Contigeration - Netwer X+ -

- B
- » O 92.168.2.66 -90¢ CO Ty - h0e . oo | % = A R

Now your Deliberant Access Point is ready to use, just connect an ethernet cable from the
Access Point to the LAN port of your GIS unit.

Important

If the PoE is not connected correctly it may damage the unit.
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Edimax - EW-7438RPn
1. Plug the Edimax into a power socket

2. Connect to the WiFi network EdimaxEXT.Setupxx (xx are characters unique according
to your Edimax device, it can be found on the card inside the box)

@ Finder Fim Edi View Go  Window Help
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3. Open your browser and go to http://edimaxext.setup and click Get Started

St et

.
EDIMAX N300 Mini Wi-Fi Extender /
Access Point / Wi-Fi Bridge

L

Get Started

Change Mode

The device has three different operating modes. Please selact a mode below

- Wi Fi Extandur
) he
& . |

WoE| AdapterWiFi lekdge
The n Elf
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5. Connect an ethernet cable from the Edimax to the LAN port on your GIS unit and click
NEXT

Connected successfully.

— -

<

BACX NEXT

6. Select Use the following IP address. and use the following settings:

o IP address: On the range of the LAN port being used, to see default range click

here
o Subnet Mask: 255.255.240.0
o Gateway Address: 192.168.96.1
o DNS: 192.168.96.1
o Click NEXT
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Management IP
Please sat the |P address of the access point. If you are

using a static IP, enter the 1P address, subnet mask and
default gateway. Click Next 10 proceed to the next step.

Obtain an P address sutomatically.

* Use the following IP addriess

NEXT

7. Change the Wi-Fi Network Name to the name you want your clients to view when
connecting to your network. Wi-Fi Network Password: The Disabled mode permits the
clients to see your login page as soon as they try to connect. If security mode is enabled,
clients will need to use the Access Point password before being able to see your login page.

51 Wi xtender ¥

Change Basic Setting

WIET Netwark Narea |\WIFI NANE

[
WIFi Now ok Passward

8. Click in Apply and wait till the device is rebooted. Now your Edimax Access Point is ready to
use.
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Setting Static IP address
Windows 7, Windows 8, Windows 10

MAC OS

Windows 7, Windows 8, Windows 10

The Static IP address below is the GIS configuration for the LAN1 on units above the GIS-R6. To
set up an access point, please check on the manual what is the IP address and Subnet mask
provided.

e Open Settings/Control Panel

e Open Network & Internet

Windows Settings

© = L

Network & Intermet Persomalzation Actounts

e C - &

Time & lenguage Ease of Access Update & security
conch gOn tyte i i hy r e 3 POy, recsaNe
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Conrol Paned

3 =t W Comvci e

Adjust your computer’s settngs. Vouty Comgeny

System and Secueity User Accounts and Family Safery
Aevien rew umgders Meber @ Cange scremi ype
L T

S bacup copem o pour Hias weh Tie
., Appearance and Persoralization
Ihesge demrey

Azpe 1een rectat on

Programs tase of Access

hsvre s ey

@ Home

Network & intemet

Qans Nt e e
T Bt o ——— o gt . — - -

P e e

Ethemet

Oak-up

s i

o - —

Networs ana Shanng Center
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“ t W ComaPan

Nrtwirk and nterset

L

Contost Poret Foene.

Symeen and Sasurey

Network and Sharing Center
Vot Aetwerk Tiatin arcl s | Corrwct 2 8 setwert

P
R T T
Begaen

et b comans and Farvaly
Satety

¢ Click Change adapter settings

@ Home Network status

l Find a setting

See oy b et cocres

Network & Intemet
B suns

1 Ethemet

S Datlup
VN

& Data usige

G prowy

£ Provice feedhack about networking (o the Windows team
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¢ Right click the network connection and click Properties

Network status

# Hetwost Cornections

4 @ - Network and st + Natwodk Conrmctiont
Orgunicn = Diuablu this netwodk devics  Diagrocs Heccomessson  Mumsme thic consession

LT
Ussdermblied retweh
B faahan OT\m =
v WwN
Cugaose

@ Data usage © Bacige Comnections

G prowy

Titwm 1 dwen seincied

TR IO TOOONECE DT TRTRCTRIING YO S WINIOWT Tom

o Select Internet Protocol Version 4 (TCP/IPv4) and click Properties

Network status

4+ % Networkand Intemer + Natwork Conrmctions

Rename thes consecsion =
¥ Lharet Prcperts

Trarsrwmon Cortrol Sremcsl rtemat Pratocal. The delst
wicle ases retwced: raocd e orTdes corEscason
wromecied retecda

Tiwm | twem ssncoed
& IO TOCNECE ADOUT NETRTENIN 1O I WIS Temey
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e Select Use the following IP address:

o IP address: On the range of the LAN port being used, to see default range click

here
o Subnet Mask: 255.255.240.0
o Default Gateway: 192.168.96.1

Network status

e S U2

|

¢
4« Network and Intemer + Netwark Conemctions

Qs @ Thaabbe $hin bt dimi o
Ethermet b ¥

Dv-up Newarkng

Thanmsa i comogcncn  Mamame thes consecnon  ®

{ Itenet Pretocel Venios & TCPAPW) Progesies

G e

Data usage B tou o gt I settg camgred avtrasteby ¢ your rebeork s
P capabiity. Oferwme. wou et ' ash vour ~ehvort adrrot i

fr e xxroorete I setres

Prony

() Cttan wn P acress ssamatcaly

@ L e folowrg 5 adoress

P sadress s

Subwet vodk. 255 256 256 . 0

Dt gmenay o

U e Alowrg O server addecans:
et D065 s wow

A 0N server |

j ep————

et

| e
Tiwn V0 Sncied d

& PO OGNS EDOUT DETRTEIN 1O T WINCIOwS Tese

e Click OK and CLOSE
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MAC OS

The Static IP address below is the GIS configuration for the LAN1 on units above the GIS-R6. To
set up an access point, please check on the manual what is the IP address and Subnet mask
provided.

¢ Click on the Apple icon on the upper-left corner of the screen and click System
Preferences

[JCH Finder #ie Ed View Go Wincow Helo

e Open Network

& Syviom Proferences £t View Wedow 1t B O L B TS Q=
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e On the Wi-Fi tab click on Advanced

&  Systom Praferences  Edt  View Window Mol @ T L s Q =

Metwork

Location | Locwsen (02017, 1212) B8

» USOWLO0IAN £, States: Comestes Turn W1 Off

Wl i cowecied 1) SALKTALKIANGIC aed
has tve & scevess W B

Meveork Neme: B

Ask 82 joit new retworks

Ao et € W) Da red BAwICHy
0 Mom i h) B et o ) bae
= rwnaly sl o vy

e Click on the TCP/IP tab
o Configure IPv4: Manually

o IPv4 Address: On the range of the LAN port being used, to see default range
click here

o Subnet Mask: 255.255.240.0
o Router: 192.168.96.1
o Click OK

& Syvtom Praferences  Edt  View Window Mt T L M Thisn Q =

?Mn
wis [ERR 0N WS B021X  Mrowes  ardware

Contigere Pva:  Marusty B

e )

Scbret Mask: 756 266 2400
Rowter: 192 168,06 1

Contigere PV0:  Astorancaly

LT
Pv Adtas:
Frefis Langthc
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IP Address

The Internet Protocol Address (IP Address) is a unique address that devices (computers,
tablets, and smartphones) use to identify itself and communicate with other devices in the
Internet.

e |P - Internet Protocol

e Address - unique number that gets linked to all online devices.

Finding your IP Address
Windows OS

MAC OS
i0S

Android

Windows OS
1. Open Settings/Control Panel
2. Open Network & Internet

Windows Settings

O

System ic Network & Intemet Persomalzation Actounts

[

o ¢ - &

Time & lenguage Ease of Access Update & security
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Setwork and tersent

0 W Comma P 1 Netuiok and itnennt

Network and Sharng Center
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5. Right click the Network you are connected to and click Status

Network status

L=

# Netwon Cornections

y

2« Networkand Intemer + Netwark Conrmctions

Orgenics = Diable thi netwcdk devics  Diagross thacconeasson  Mamame thic consecson

VPN

Nrplane mode

Mabile hotspot

8 Dats usage

Praxy
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6. Click Details...

Network status

4 « Network and intener 1 Natwork Conrmctiont
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7. Your PC's IP address appears in the Value column, next to IPv4 Address.

Network status
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MAC OS
1. Click on the Apple icon on the upper-left corner of the screen and click System
Preferences

@g_pnmumm - O 0 e TS Q=

2. Click Network

€  Systom Proferences  Edt  View Window  Heb - O e TSN Q=
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3. Select the network you are connected to and your IP address will be displayed under
Status: Connected

@ Syvtom Praferences  Edt  View Window el - O YN Q=
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iOS

W s ane
1. Open the Settings menu ‘
- p—
0 ‘
-
A—
~ o

1™ m =2

'\
- o e :

w Settings

CO=0

nmm

Wi-Fi WIFI NAME >

0 swecon

2. Open Wi-Fi (make sure your device is
connected to a Wi-Fi)

.w
B3 control Cenvre

Do Not Disturd

(B) Generw (1]
@ osoy 8 Brgriess
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3. Tap the round circle to the right of the

Network name that you are connected No SIM = 10:57 41%m )
to : e
< Settings Wi-Fi
WIFI NAME =
Security Recommendation *
. .
. .
. .
No SIM & 10:58 A% m )
< Wi-Fi WIFI NAME ¢
»
IP ADDRESS
BootP Static .
IP Address
Subnet Mask
Router “# 4. Your IP address is listed under the IP

ADDRESS header
DNS ¢ &

Search Domains

Client ID

Renew Lease

HTTP PROXY
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Android
1. Open the Settings menu

Q@

Settings

EEfn

e OC &
B ohO
L O MM

B LD ®cop

Settings

2= Motorola 1D

System

(O  Date&time
2. Tap on About phone/tablet

T Accessibility

™ Printing

{1} Developer options

(D)  About phone

< O O
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3. Open the Status menu

HELALD® o

Status

IP address

@ Guest Internet Solutions

H LD ® oo p V. mi104

<  About phone

Status
Phone number, signal, etc.

4. You can now see general information of your
device, including the IP address
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MAC Address

A Media Access Control Address (MAC Address) is a kind of serial number marked on your
device when it is manufactured, a MAC Address is unique to each device.

Finding your MAC Address
Windows OS

MAC OS
i0S

Android

Windows OS
1. Open Settings/Control Panel
2. Open Network & Internet

Windows Settings

© e K

Network & Intermet Persomalzabion Actounts

e C 8 <>

Time & lengusge Ease of Access Updiate & security
O (tate Fy e hy n -y > POy e v
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3. Click Network and Sharing Center

Network & Intemet
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Stwork and inteeset

© 8 W ComaPane + Netinh and Vet

Symern and Sacurey
Vot At (o dn v s

Sontat Paviétome g Netwark and Sharng Center
Vi meterk ttatis arctsusks | Conct o 8 aemerk

SRR A HOmeGIoup
- ‘% R s e R
Brogaen

interet O
Ot R @, et Opians A
b b salia 2=] Coungeyourhomapeps | Soweg irowse sbd-ont | Dute boomuin hiskiry sod coshitn

e e intel® PROSeyWireless Tools

Clock, Langusge. and Regran
o of Accom

4. Click Change adapter settings

@ Home Network status
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Network & intemet 55 Network and Sharing Cernes

A+ 5« Netacek and intemat > Network and Sharng Carter
ans

Control Paet Hame
Ethemet
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5. Right click the Network you are connected to and click Status

Network status
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6. Click Details...

Network status
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7. Your MAC address appears in the Value column, next to Physical Address.

Network status

4 @ « Netwoek and Intemer 1 Natwork Conemctions
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§

5, thenm |
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MAC OS
1. Click on the Apple icon on the upper-left corner of the screen and click System
Preferences

[l Finder #in &dn View Go Window Help WO e s Q=

2. Click Network

& Syvtom Praferences £t View Widow  Hel O L B TuIsM Q=
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3. Select the network you are connected to and click Advanced...

@ Syvtom Praferences  Edt  View Window Mot w0 M NenR Q=

4. On the Hardware tab you can see the MAC address

@ Systom Praferences  Edt  View Window et & T M NenR Q=
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iOS
1. Open the Settings menu

Guest Internet Solutions

WI-FI HOTSPOTS MADE EASY

i' v e
J sla
‘ g m 3.

A— - -
-~ 8@

i m =

ol *]@

Settings

CO=08

2. Open General
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3. Open About

Wi-Fi Address
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4. Your MAC address is under the name Wi-
Fi Address
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Android
1. Open the Settings menu

Q@

Settings

EE " n

e Q¢ &
Beho
&LOMM

B LD ® ok V¥ . m11:04

Settings o}

25 Motorola ID

System

(O  Date&time

2. Tap on About phone/tablet
T Accessibility

= Printing

{} Developer options

(@  About phone

< @) O
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3. Open the Status menu

B LA L® oy

Status

Wi-Fi MAC address
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<  About phone

Status
Phone number, signal, etc.

4. You can now see general information of
your device, your MAC address is under
the name Wi-Fi MAC Address
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Captive Portal

A Captive Portal is a web page that requires a login method before network access is granted.
The login methods can be simply viewing and agreeing to a disclaimer, connecting via
Facebook™ or email, paid access with PayPal® or using an access code.

OURLOGO

W
—

Benefits

The first and most important benefit of the Captive Portal is to free you from resposability in case
of any illegal activties by a guest. Using a captive portal also gives you control over your
bandwidth, you can set limits (time, bandwidth or speed) for each user that connects to your
network.

Captive Portal is an excellent marketing opportunity as your Login Page can be fully customised
with your company logo, information and promotions.

1. Identify your business. By identifying your business, you prevent users to connect to a
hacker's network.

L] aplogin.com
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2. Promote your business

You can create a personalized Login Page and display information about your business, offers
and ask users to connect with you on Facebook™.

You can also collect users data and use it for marketing. For example: you can collect users
email address and add them to a mailing list with offers.

3. Protect your business
As you are providing open access, some risks are introduced to your network.

If a guest does something illegal you can block the user and keep the users MAC address as well
as other information.
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Ccsv

A Comma Separated Values (CSV) stores tabular data in plain text. Files ".csv" can be imported
to and exported from any spreadsheet program.

Each line of the file is a record and record is made of fields that are separated by commas.

HTTP Post

Data collection with the GIS unit is set up on the ‘Login settings page’
http://aplogin.com/admin/loginpage.cqi

. Internet Hotspot Gateway
Guest Internet Solutions GIS-R10
WI-FI HOTSPOTS MADE EASY Connected to the Internet: YES
Setup Wizard 3 [ Login Page Settings
Status .
The login page is used 10 display & logn box o customers before they are allowed
System information to use the Internet
Connected users
Usage reports Login page type: Registersd access (Colect Email address) s
Billing reports
Management Registered access data collection:
Manage codes
Hotspot availa Up to 3 custom fields of data can be collected from your guest, you could for
oty example ask for their name, emaill address and age. The data collected wil be
Change password sent to the designated email address every time a guest logs in. You should
Reboot system publish a privacy policy so guests know how their data will be used
Advanced Settings 3 Custom data fieid 1:
Login settings Data to collect eg: Name "° —
Login messages z
Credit Card / PayPal g}_f;";;“cg‘,g;';“gm tms No checks ¢
Disclaimer text
Time zone Custom data fieid 3:
No checks
Email sotup Data 1o collect eg: Age - $
.lﬂler Collect MAC address: Record guest's MAC address
Dynamic DNS
Banawidth control Collect browser type: Record guest's web browser type
Network interfaces
Firewall Send data to emall:
Port forwarding Your email address Email must setup and tested on email page
Monitoring / alerting
o ot e.g. Data collected from Joe's Burger Bar Hotspot
Allowed IP st
Allowed MAC kst HTTP post to URL:
Blocked MAC list Programmers only URL 10 post o (Mips//myserver.com/post.php)
Printer Setup
Upgrade frmware

This information can be sent to an email address, or sent to be processed by a script running on
your server.

This script can be written in many different web-based languages, however the below basic
example is done using PHP.
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The data is sent by HTTP POST from the GIS unit when the user presses the ‘Connect & agree’
button to the URL you provide on the ‘Login settings page’. The URL should be the location on
your server of the script you are using to make use of this data.

An example would be:

http://www.myserver.com/example.php

The following data is sent:

Up to 3 key/value pairs defined on the login settings page. key = name defined on Login settings
page

Login time/date key/value pair key = “LOGIN”

Hotspot ID key/value pair key = “HOTSPOT_ID”

MAC address key/value pair key = “MAC_ADDRESS? (if selected)
Browser type key/value pair key = “BROWSER?” (if selected)

These are all contained in the $_POST array.

You can access the key/value pairs in the $ POST array by requesting the value using the “key”.
This is done with the following:

Where “key” is an example key of a key/value pair.

This can be passed to a variable with the following:

$example_variable now contains the value associated with the key value pair of the given key.
This variable can now be used as you wish, e.g. to pass to your database. You can also get a
dump of all the information from the $_POST array using the following:

var_export($_POST, true);
Or
var_dump($_POST);

The following example takes the $ POST information and passes each value from the key/value
pairs to variables, and also does a var_export of the $ POST to see all the data contained within
it. It then appends these variables to a text file located in the same directory as the php script, so
you can easily see the output.
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Example Code

<?php
/Iset variable $file to be the text file located on server
$file = 'test.txt";

/lset variables to take the value of $§ POST based on the "key" given for that value

$name =$ POST[ ]; //name set by user

$age = $ POST] ]; //name set by user

$favorite_colour =$ POST] ]; //name set by user

$login = $_POST[ I;

$hotspotID = $ POST] I;

$mac =% POST] 1; // Needs to be selected on login settings page
$Sbrowser =$ POST[ ]; // Needs to be selected on login settings page

/[Exports all the key/value pairs from $ POST
$all = var_export($_POST, true);

//Append the values of the above variables to a file $file
file_put_contents($file, "Name:$name\n

Age:$age\n

Favourite Colour:$favorite colour\n

Login:$login\n

Hotspot ID:ShotspotID\n

MAC address:$mac\n

Browser:$browser\n\n

Everything from the var_export $al\n\n\n" , FILE_APPEND | LOCK_EX);

/IThe End
?7>

This should write something similar to the following to the test.txt file located in the same directory
as the PHP script:

Name:Mike

Age:25

Favourite Colour:Blue
Login:2015-08-03 07:36:33
Hotspot ID:152axxx

MAC address:00:00:00:00:00:00
Browser:Linux/Firefox

Everything from the var_export array (
'LOGIN' = >'2015-08-03 07:36:33',
'HOTSPOT_ID' = > '152axxx’,

'Name' = > 'Mike', 'Age' = >'25',
'FavoriteColour' = > 'Blue’,
'MAC_ADDRESS' = > ‘00:00:00:00:00:00,
'‘BROWSER' = > "Windows/Firefox',

)

This is not very easy to read, nor very useful, however it shows the basic concept of receiving the
information from the GIS unit and saving it to your server to then make use of.

Rather than printing these variables to a text file you can pass them to your database and use
them as you wish to provide analytical data about your users and their internet usage.
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API

The access code request APl is implemented in all GIS firmware versions and is available to PoS
vendors and other systems integrators upon request.

The GIS firmware includes a firewall from the DMZ to the private network to ensure compliance of
the PCI-DSS recommendations.

The firewall prevents any DMZ public access to the private subnet, which protects sensitive
information stored in PoS computers.

The GIS-gateway has four LAN ports to connect DMZ devices.

The API has three separate functions:
e Generate one or more codes (up to the limit permitted by the gateway)
e List access codes available on the gateway with status of each

e Delete codes and remove from the database

Creating Codes

Codes can be added to the system via a single HTTP call, the URL is:
http://aplogin.com/codes/makecode.cqi

Password for codes needs to be created first at:
http://aplogin.com/admin/password.cgi

If not logged in to the codes interface at http://aplogin.com/codes, the password should be
passed as an argument:
http://codes:password@aplogin.com/codes/makecode.cqi

The IP of the GIS device can also be used instead of the hostname.

An example call would be:
http://aplogin.com/codes/makecode.cgi?num=1&time=30&type=n

This would create a normal, single user code with a 30 minute duration.
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Parameters to pass are shown in the following table:

Parameter Values Comments

code

num

time

type

Create a name to the

code Argument is optional and is not necessary for the call

Argument must be included in the call.
The maximum number of codes is limited by the codes
available on the gateway

Number of codes to
create

Time in minutes Argument must be included in the call.

Type of code:
n=normal/single user Argument must be included in the call.
m=multi-user

download Download limit(kbps) Argument is optional and is not necessary for the call

upload Upload limit (kbps)  Argument is optional and is not necessary for the call

Download data limit

downlimit Argument is optional and is not necessary for the call

(mbps)

uplimit  Upload data limit(mbps) Argument is optional and is not necessary for the call

@ Guest Internet Solutions

The API call will either return a new code which is ready to use or an error; the possible errors are
listed below:

ERROR: Invalid parameters

ERROR: You can't create more than XX codes
ERROR: Code type not valid

ERROR: Code time not valid

ERROR: Code upload limit not valid

ERROR: Code download limit not valid
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Deleting Codes

Codes can be deleted from the system via a single HTTP call, the URL to use is:
http://aplogin.com/codes/deletecode.cqi

Parameters to pass include:
Parameter Values Comments
code code to be deleted Argument must included in the call.

An example call would be:
http://aplogin.com/codes/deletecode.cgi?code=876DTW

This would remove the code 876DTW if it exists on the system.

The API call will either return OK or an error; the possible errors are listed below:
e ERROR: Invalid parameters
e ERROR: Code does not exist
e ERROR: Unable to delete code

Viewing Codes

Codes cannot be tested individually but a call can be made to list all of the codes on the system,
it is then up to the software making the API call to parse the data returned and present it in the
format required for the user or make any search or tests required on a code.

A list of codes can be obtained from the system via a single HTTP call, the URL to use is:
http://aplogin.com/codes/showcode.cqi

There are no parameters to pass for this API call.

The API call will either return a list of codes or an error message, the list of codes are presented
in a tab (\t) delimited format with a header row.

CODE TIME TYPE USED LEFT DOWN UP
113DRW 2 n Yes Expired * *
1AT1AQ 30 t No 30 * 100
3BOAQ0 2 n Yes Expired * *
61QG8G 30 t No 30 * *

8CWJLE 30 n No 30 * *
94KH4E 30 n No 30 * *
ARLGHO 30 m No 30 * *

BJKBH7 2 n Yes Expired * *
M47TGF 32 t No 32 * 999
WY7WOR 2 t No 2 * 999
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Get list of allowed MACs

http://aplogin.com/admin/macmanage.cqi?list=allowed

Get list of blocked MACs

http://aplogin.com/admin/macmanage.cgi?list=blocked

Block a MAC

The MAC address needs to be written in the colon separated format.
http://aplogin.com/admin/macmanage.cgi?mac=00:11:22:33:44:55&action=block

Allow a MAC

The MAC address needs to be written in the colon separated format.
http://aplogin.com/admin/macmanage.cqi?mac=00:11:22:33:44:55&action=allow

Enable Remote Management

Remote management can be enabled by substituting aplogin.com for the IP address of the
gateway.
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PCI DSS

The Payment Card Industry Data Security Standard (PCI DSS) requires all businesses to
ensure that credit card information is protected, by preventing unauthorized access via the
network, using one or more firewall products.

Network designs have two points of entry for hackers who try to steal credit card information from
point of sale computers.

The first point of entry is through the Internet connection. The outbound Internet connection is
required to process credit card information. However the inbound direction has to be blocked to
prevent hackers using the internet to access the point of sale computers.

The second point of entry is through any wireless access point that is provided for guests and
visitors to get Internet access.

The PCI DSS standards recommend that two separate Internet circuits should be used: one for
the point of sale system, and one for the public guest Internet network.

One Internet circuit can be used when firewall devices are installed to protect the point of sale
system from attack. A firewall however is only as good as the person who configures the firewall.
It is necessary to take great care when writing the firewall rules to ensure that no path exists for a
possible attacker.
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FAQs
Q. How do | get the latest firmware?

A. See the firmware request box on the support page. Provide the following information: product
model, current firmware version, serial number and your email address. We will respond and
send you the correct firmware for your product. Note that some email providers may not permit
you to receive a binary file via email.

Q. How do | determine which gateway product is the best one for my application?

A. Each product has a maximum bandwidth capacity and can be selected for the Internet circuit.
There is no limit to the numbers of users

Unit Internet Circuit and Number of users
GIS-K1:  Up to 50 Mbps circuit
GIS-K3: Up to 75 Mbps circuit
GIS-K5: Up to 75 Mbps circuit
GIS-K7: Up to 75 Mbps circuit
GIS-R2: Up to 100 Mbps circuit
GIS-R4: Up to 150 Mbps circuit
GIS-R6: Up to 200 Mbps circuit
GIS-R10: Up to 400 Mbps circuit
GIS-R20: Up to 600 Mbps circuit
GIS-R40: Up to 800 Mbps circuit

Q. Can | sell Internet access by charging Internet users using credit cards?
A. All units, apart from the GIS-R2, will permit a Hotspot operator to charge for Internet access.
The Hotspot operator will have to obtain a PayPal® account to receive payments.

Q. | have a motel and | just received a letter from my DSL service provider telling me that
my service will be cut off due to illegal file downloads. How can | stop my guests
downloading illegal files?

A. All units, apart from the GIS-R2, have the ability to block the software that is used for illegal
downloads of copyrighted material. The ISPs can detect when a peer-to-peer file sharing
program, such as bittorrent is being used. Note that when file share blocking is activated then the
maximum number of users is reduced.

Q. How do | prevent guests looking at X-rated web sites in the hotel lobby?

A. All our gateway products have content filtering, which can be activated during installation. The
content filter requires an account with OpenDNS, the leading content filtering service.

Q. Can | access the gateway remotely after | have installed it?
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A. Yes you can. All our gateway products have a check box as part of the firewall configuration to
permit remote access. The gateway will have to be configured with a fixed IP and the DSL or
Cable router will have to be configured for port forwarding. If the DSL or Cable service has a fixed
IP then remote access just requires the IP address and the port number allocated to the gateway.
If the DLS or Cable IP address is dynamic then the gateway DynDNS service can be used. An
account is required with DynDNS and their service permits the gateway IP to be obtained.

Q. How do |l isolate users to prevent one from accessing the information of another?

A. User isolation is implemented by configuring each wireless access point for WVLAN operation.
Commercial grade access points support WVLAN configuration, including those manufactured by
Engenius and Ubiquiti. All our gateway products provide support features for advanced wireless

access point operation, including port forwarding for remote configuration, and failure monitoring.
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